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Abstract
Government agencies that protect secrecy often have a difficult time connecting
to the public. Secretive, or perceived secretive government organizations often fall into
the nebulous realm of uncertainty for the information consumer. This results in a great
deal of misinformation and disinformation being thought of as correct. Since 2008, the
US government is moving toward a more transparent, open, and easily accessed
information base through social media. Agencies across the government are adopting
types of social media communication. However, bureaus that primarily focus on security
and safeguarding secrets struggle with how much disclose, which platforms of social
media are the ‘best’ for their message, and how to inure trust from their audience. This
dissertation is in two stages: one, a content analysis of parent tweets from government
agencies of the Central Intelligence Agency, Federal Bureau of Investigation, Department
of Homeland Security, International Atomic Energy Agency, and National Security
Agency (CIA, FBI, DHS, IAEA, and NSA) and the responses of the tweets from the
information consumer to assess the tone of message, response, and sentiment; two, using
information seeking behavior model with Habermas’ theory of commutative action and
Heidegger’s theory of Aletheia. The study conducts long interviews with scientists
working at Oak Ridge National Laboratory. The scientists' responses are analyzed on
initial impressions of information, trust, social media, and institutional identity. The goal
is to understand the nature of social media as a means of transparency communication
with the information consumer, and how this type of communication can be used in an
effective manner that instills trust in the government on the part of the information
consumer.
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Preface
This dissertation sprung forth in full form, like Athena from the head of Zeus, from a
casual conversation with my brother Dr. Theodore (Ted) Nichols over the Fukushima
Daiichi disaster. He calmly explained to me the details of the incident with all the
technical terms known to the nuclear community. Ted ended the explanation with a
chuckle to the ‘crazy’ celebrities on the West coast who were overdosing on potassium
iodine in an effort to ‘ward off’ dangerous radiation fallout from Japan, even though the
bananas in their kitchens had more radioactive nucleotides than what was floating over
from Japan. I stopped him and inquired how he would explain to the people of the West
coast that they were free from the issues arising from Fukushima? Ted looked at me with
incredulity stating that he had already sufficiently explained in terms that anyone should
understand. This exchange made it clear to me that a disconnect of understanding exists
between those who possess knowledge of scientific information and the vast majority of
information consumers. This work is in one part an understanding of the broader
concepts of public facing communication from government agencies that deal in national
security, and how social media can play a role in transparency communication. The
second part explores the different ways in which public facing messages address the
information consumer in a manner that inculcates trust and understanding.
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Chapter 1
Introduction and General Information
In an effort to better understand artificial intelligence, the web, and social media,
a team at Microsoft launched Tay.ai the twitter bot who learns and adapts from the
content she ‘sees’ (Alba, 2016). Tay.ai was corrupted by those on the internet and
devolved into a racist, sexist, bigot in less than a day (Alba, 2016). The project was
pulled for retooling, but the ramifications of the initial experiment is a very telling
example about the nature of online social media participation. Social media is a doubleedged sword of communications. When the sword slices for the message creator, it
proves to be invaluable in disseminating the information in a rapid manner; however, the
sword also slices in favor of those who can alter the original message for their own
purposes. This altering of messages is important when focusing on governmental
communications to the public.
The government operates on a sliding scale of secrecy and transparency.
Scientific discoveries and advancements often fall into the realm of government secrecy,
but after a time the classification changes. The scientific concepts oftentimes need
interpretation by experts before releasing to the public. Transparency mandates of the
government require that more and more information that is classified at one point needs
to be available to the public. There are several difficulties with transparency
communications: firstly, the information seeking behavior of information consumers;
secondly, how the information is presented (wording, syntax, platform of
communications, etc.); thirdly, the manners in which the original message is used or
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repurposed by the information consumer. The information consumer, for this
dissertation, is the general public that is not privy to classified information, but has a
desire to learn more about government and scientific declassified information.
Information seeking behavior is the pattern and practices that an information consumer
uses to explore and discover information that fills a gap in understanding. To better
understand these three concepts the researcher needed to ‘step back’ to the larger picture
of secrecy and government transparency communication. This is important to discover
where the information consumers ‘live’ and communicate, and also palatable methods of
information presentation that facilitate understanding.
This dissertation explores social media as communication platform for
transparency of government information in an effort to understand the ‘whys’ and ‘hows’
of transparency information especially with millennials and those born digital. Those
who were born and came of age during the turn of the 21st century are considered
millennials and overlap with the ‘born digital’ demographic (Pew, 2010). This
demarcation is hotly disputed, but the influence of this generation is of great interest to
the social sciences for they experienced rapid technological changes in their formative
years. This dissertation explores the intricate interactions of social media the message
creators and the information seeking public. It takes the aspects of scientific information,
government communications, and the information seeking behavior of the public, and
combines the broad topics mentioned through the constrictions of secrecy and the public
needs of transparency.

3
Origins of Secrecy and Science
The issues with secrecy and science trace origins to the beginnings of codified
science. Nations and scientists wish to keep certain types of information concealed from
the public due to a variety of different reasons ranging from citizen safety, keeping a
technological ‘edge’, and strategic innovations. Sometimes, it is a desire to keep
innovations from falling into the ‘wrong hands’. Whatever the need for concealment of
vital information, the marriage of secrecy and science creates a chasm of understanding
between the government and the information consumer.
In 1934, a scientist named Dr. J. Dewey stood to address his colleagues at an
annual science conference dinner. He emphatically stated that it was the ‘supreme
intellectual obligation’ to share scientific discoveries with the august body in the room
and the public at large (Dewey, 1934). Dewey’s radical assertion was tried in select areas
of science until the advent of World War II where the scientific communities were
plunged into nationalistic and allied secrecy. It was not until after the war that
proponents of transparency, such as Dr. Robert Oppenheimer, advocated releasing the
achievement of the Manhattan project to the greater scientific community (Rhodes,
1999). The Manhattan project was the secret research group during World War II that
developed the atomic bombs that were dropped on Japan to end the war in the Pacific
(Rhodes, 1999). Oppenheimer was instrumental in the gathering of the scientists for the
atomic bomb and was highly respected for his leadership role (Rhodes, 1999). This
proposed release of information was initially thought of as a way of preventing an arms
race, but in essence Oppenheimer’s dream was only halfway realized and ended up being
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the worst mixture of both resulting in the Cold War. Nuclear secrets of making the
atomic bomb were circulated around the world, but without collaboration of
understanding. This led to more consternation than needed. The US government
responded to Oppenhimer’s assertion with ‘oath taking measures’ and a crackdown on
document classification. The oaths were swearing loyalty to the United States and to not
divulge any scientific secrets to foreign nations. The scientific community did not
universally like this procedure. A prominent US scientist, Dr. Leonard Engel, bitterly
complained about the oaths calling them ‘ridiculous waste of time’, and decried for
scientists to have the freedom to share information (1948). Since this time, the scientific
community has yet to find an improved equilibrium. These disagreements of
communications within the scientific community have left the information consumer
without guidance of trustworthy information and turning to misinformation and
disinformation for understanding (Silverman, 2011). The heightened security of the cold
war left the public to fill in the gaps of understanding, which led to alien theories and
other popular culture phenomenon of the Mid-20th century when dealing with nuclear
matters.
The scientific community has long complained of the propagation of
misinformation and weak understanding of the workings of research and science in
general (Silverman, 2011). A great part of understanding science stems from good
education; however, educational reform is far beyond the scope of this work. The
information consumer turns to the internet for clarification of gaps of scientific
understanding. The internet, albeit an excellent resource for seeking and dissemination of
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information, oftentimes is a breeding ground for ‘crackpot’ scientific theories and
incorrect scientific information (Silverman, 2011). In a way, this also mystifies the job of
scientists by further alienating the field from public understanding. Such a distancing of
comprehension creates a kind of fear and anxiety for the secrets that the scientists are
developing, especially with the ‘scientist villains’ of Hollywood plots. A ‘them vs. us’
mentality is brought into full force, and scientists are hard pressed to combat entrenched
misinformation in the public opinion. A starting point is to better comprehend the
information seeking behavior of the information consumer, and the current transparency
practices of the US government.
Rationale
Government agencies that protect secrecy of science and State secrets often have
a difficult time connecting to the information consumer in a meaningful manner that
inculcates trust. Trust is the positive belief in the perceived reliability, dependability, and
confidence in an agency (Tseng & Fogg, 1999). Secretive, or perceived secretive
government organizations fall into the nebulous realm of uncertainty for the information
consumer. This uncertainty is not a new and traces its origins in the United States to the
Revolutionary war and the Early Republic.
The founding of the American Republic grew from a deep seeded mistrust and
skepticism of the government that is commonly considered conspiracy theory (Banning,
1980). This type of wariness for government authority telegraphed throughout US
history and into the modern day. Populist uprising and social protests like the ‘occupy’
movements encourage distrust of the government. This is further fueled by hacktivists
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groups like ‘Anonymous’ who adopt ‘causes’ and ‘fight’ for ‘justice’ through electronic
means, which results in a great deal of misinformation and disinformation being
circulated as factual, and leads to greater confusion to the information consumer
(Denning, 1995). Misinformation is information that is accidently misleading, whereas
disinformation is a deliberate intent to deceive or mislead (Hernon, 1995). The former is
the more benign of the two because it is not malicious in design; whereas, the latter
dwells within the realm of propaganda. An example of misinformation is propagating
rumor on the internet without checking the veracity of the claims. This is oftentimes the
‘too good to be true’ type of articles that play on emotions of the information consumer
and causes them to post on social media without researching. These are emotional
appeals to stop social ills i.e. child abuse, animal cruelty, sex trafficking, etc., but are
often over exaggerated, or completely fabricated.
Disinformation lies within the realm of misleading with a purpose. Commonly,
these are smear tactics to discredit a business competitor or rally support around a
candidate by discrediting the other. Once the false information exists online the onus is
placed on the person/organization/entity being discredited to prove innocence than the
accuser to prove guilt. Max Jackson (2016) calls it the ‘magic words’ that once are
propagated on social media are difficult to recover. These words include racism, sexism,
etc. and once a person is accused of having one or more of these qualities it is difficult to
recover from defamation. He describes several types of methods for disinformation, 1).
Make a claim, circulate it widely; 2). Dismiss criticism of the claim as nitpicking while
insisting the central point is true; 3). Recant slightly by admitting that the central point is
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false, but insist that claims like it are still true in general (2016). For example, company A
makes toys for children and company B wants to break into the children’s toy market.
Company B through dissemination of misinformation accuses company A of selling toys
with lead paint. Company B provides little evidence for the claim. This leads to
mothers’ groups and children’s toy advocates boycotting company A’s toys. Company A
sues company B for slander. Company B recants slightly, but the damage to company A
is done and rumors will persist for years that Company A’s toys are unsafe. This
example of misinformation method is ubiquitous on the internet and even more so on
social media, where rumors are often passed as truth.
Secrecy
Secrets are intentional concealment of information from one entity to another
(Bok, 1989). There are many legitimate reasons for the government to keep secretive
information. Public defense, safety and public welfare are chief amongst the reasons
given for keeping state secrets. Most democratic societies believe that transparency holds
the government accountable for their actions (Relly and Sabharwal, 2009). This in turn
acts as a type of monitorial citizenship, or public a check on the government. The other
side of secrecy is transparency.
Transparency
Transparency is the intentional access and allowance for interpretation of
information, so as to make informed decisions (Moreno & Molina, 2014; Relly &
Sabharwal, 2009; Armstrong, 2011). Transparency allows for the information consumer
to have a chance to shame and ridicule the government (Fox, 2007). This acts as a
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manner of societal release of negative sentiment towards the government. When people
become a part or participants of the government through social media they create a
greater rapport without malice (Waters & Williams, 2011). Ganapati and Reddick (2014)
studied open government, social media, and the public. Their survey found that more
people are going to the internet to research open government resources, and have made a
greater penetration into government sources than previous generations (Ganapati and
Reddick, 2014). They cite that open government is necessary for democratic values and
that those who were surveyed saw open government as a high priority (Ganapati and
Reddick, 2014). Likewise, Florini (2002) asserts that transparency leads to international
peace and legitimate and effective governance. She argues that transparency decreases
the need for security between nations, which frees capital for other economic endeavors
(Florini, 2002). Florini’s views are a bit radical and optimistic for the current political
climate, but the concept of transparent information persists within government rhetoric.
However, public ridicule from transparency also gives way to the possibility of
feelings of distrust due to the exposure of the embarrassing parts of government that are
arguably better left hidden (Grimmelikhuijsen & Meijer, 2014). Some examples of this
distrust are the National Security Agency (NSA) surveillance scandal and the tainted
drinking water in Flint, Michigan. These violations of trust with the information
consumer breed distrust, which once adopted is difficult to dislodge, and trust extremely
difficult to rebuild (Arimoto & Sato, 2012). In these manners, transparency has the
ability to breed distrust, but also has the ability to inculcate trust. Examples of creating
trust are allowing for the information consumer input on civic projects, town hall
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meetings, and feedback forums on websites. However, transparency can also allow for
public participation and feeling ‘a part of’ the governmental process that leads to feelings
of good will to the government (Lathrop & Ruma, 2010). This is doubly so for the ability
‘to express’ oneself without truly altering any of government. In this respect, the
information consumer uses the participation as a social pressure release and change is
rarely accomplished. Transparency appears to be a two-sided coin with benefits and
drawbacks.
The demand for transparency is stridently emphasized when relating to
government actions and institutions in the United States, particularly due to the regulation
of the Freedom of Information Act (FOIA). FOIA was passed into law in 1967 and
ensures every “person has a right, enforceable in court, to obtain access to federal agency
records, except to the extent that such records (or portions of them) are protected from
public disclosure by one of nine exemptions or by one of three special law enforcement
record exclusions” (FOIA, 2013). The act specifically defines agency records that must
be disclosed and outlines procedures for disclosure. The exemptions recognized in FOIA
are (1) classified information that affects national security, (2) information that solely
deals with the internal rules and practices of agencies, (3) information that is prohibited
by another federal law to disclose, (4) trade secrets, (5) information protected by legal
privilege and confidentiality, (6) information, if disclosed, that will invade another’s
privacy, (7) information used by law enforcement that might harm an active case or
invade the privacy of the innocent, (8) information concerning supervision of financial
institutions, and (9) geological information on wells (FOIA, 2013). While these
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exemptions are specific, the environment of the post-September 11 world is witnessing
the disturbing trend of federal agencies and authorities resisting information disclosure in
the name of security. This resistance is driving an extraordinary overuse of classified
materials protections that endangers the rights of the public to information about their
government and the accessibility scholars need to effectively continue research.
Information theory of declassification brings the releasing of government
documents to the digital age. Sabelfeld and Sands (2009) created a computer program to
systematically declassify documents according to an algorithm. This theory has its
detractors from the classified side of the spectrum, but as a whole it is rather effective in
releasing information that needs to be declassified. The issue with this type of
declassification is when the information is not stored in digital form. A great amount of
government documents is not digitized, and therefore cannot be ‘automatically’
declassified and easily made public. These ‘hard copies’ fall into a nebulous world of
existence, ignored by the government and its agencies that possess neither the time nor
money to devote to declassification. Most of this material will languish in sealed
archives and storage until someone requests it under FOIA.
Even with FOIA, information often is made transparent without the benefit of the
‘whole story’ or explanation. In this gap area of understanding, misinformation and
disinformation propagate within the public sphere and the information consumer is hard
pressed to discover the ‘correct’ information. It is easier to see in hindsight that some
types of scientific sharing are a boon for the state and its people; however, it is of greater
difficulty to decide what is (or should be) disclosed in a timely manner. Deciding the
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avenues of disclosure, and the audiences to cultivate is a difficult task. It is the task of
government to make declassified information transparent; however, the concept of
privacy is also brought into play.
Privacy
Privacy is the allowance of access of information to certain individuals or entities
with access privileges (Bellman, 1979); this includes organizations such as credit
companies, friends in social media networks, school administrations, healthcare
providers, insurance agencies, and libraries. For example, it is allowing a person to
access the internet within a school or business by granting a logon and password. It also
includes the physical access to an area that would otherwise be inaccessible without the
permission. Privacy of civil servants should also be considered with transparency
discourse. Transparency brings into question whether or not tax information, social
security numbers, medical records, etc. of civil servants should be under public scrutiny.
On one hand privacy advocates would argue that civil servant or not, everyone has the
right to privacy. How can these issues reconcile with transparency while still ensuring
security?
Security
Security is the intentional action of keeping an asset safe (Garcia, 2007). The
concept covers not only physical security, but also cyber security. The physical security
is the more traditional area and the emergent area is cyber security. Cyber security is a
growing concern for public and private sector alike. Attacks on civil servant records and
other government document databases have brought into question what should remain
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secure and what should be disclosed. The world was turned on its head by the advent of
WikiLeaks, which created a frenzy of security reassessment measures. The head of
WikiLeaks, Julian Assange, believes that governments around the world are keeping
secrets from the public that the public has the right to know these secrets (Sifry, 2011).
Like-minded individuals steal from governments and pass the acquired information to
Assange’s organization. Assange sells the information to newspapers and uses the profits
to continue funding WikiLeaks and for his own salary. Assange makes a profit off the
information and is touted by some as a modern day Robin Hood (Sifry, 2011). Praise has
been given to WikiLeaks because it ‘levels the playing field’ between the government
and the people (Pieterse, 2012) and gives a greater ‘check’ on democracy (Shane, 2010).
WikiLeaks has its own set of copycat actors such as Bradley1 (Chelsea) Manning and
Edward Snowden. The members of the press were divisive on the coverage of both
actors going to the point of comparing Manning’s trial to a crucible (Gabbatt, 2013) and
demanding a swift execution for Snowden (No Sympathy for Snowden, 2013). Snowden
and Manning were active insiders, or those who have the credentials to travel within a
system and divulge secretive information. The active insider is one of the most difficult
of adversaries to secrecy, because they have access to sensitive material and are not under
the same scrutiny as a regular person outside of the security system (Garcia, 2007).
These cases also illuminated the issues with modern technology as detrimental device for
keeping secrecy and security. Chief among these are portable storage devices for
carrying sensitive information and social media for disseminating information.
1

Manning was charged and sentenced with the name Bradley, when referring to her case the name Bradley
is used.
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Social media can be a breeding ground for the quick dissemination of misleading
information. Social media is a fast growing form of rapid communication, which is used
as an information conduit (Boyd and Ellison, 2007). Platforms of social media range
from profile and connection focused such as Facebook, MySpace and LinkedIn to content
drive such as Twitter, Snapchat and Instagram. These platforms often come and go, but
the principal of the communication remains constant and in demand by the information
consumer. Social media is not mutually exclusive and many times a message meant on
one platform is repurposed on another media. This means that a message has the
potential of reaching a greater number of people than the ‘following’ audience. The use
of social media was ubiquitous in the Obama Campaign of 2008 and touted as a great part
of his success (Lanthrop and Ruma, 2010). When Obama took office, he strongly
believed that social media is an important manner of communication with millennials and
those ‘born digital’ (Lanthrop and Ruma, 2010). As a result, the White House Twitter
feed has over a billion followers. A tweet from the White House has the potential of
reaching a far greater audience than the Twitter followers, because news outlets such as
broadcast news, radio and blogs repost or repurpose the original tweet for news content.
There are many benefits of government communication through social media. It
is an economical type of communication conveyance, and it reaches a demographic base
that does not uniformly use traditional news outlets for information. The message is
tailored by the government; but the cost of keeping the servers, legal issues over usage
are bore by the social media corporations and not the government. In a time of recession
and sequestration, government agencies embrace types of cheaper communication that

14
does not dip into drastically cut monetary resources. Social media fills this need. Some
government agencies are slow adopters, but those who have given social media a chance
have seen a renaissance of popularity and notoriety especially among millennials.
Millennials identify less with religious or political affiliations than previous
generations, and have a greater presence on social media (Pew, 2014). Common
communication amongst this group is different than previous generations. Millennials
use social media for everything from interpersonal communication to news and
information sources (Pew, 2014). A telling aspect of this generation is a willingness to
adapt to changing technology and the use of the communication platforms for selfexpression. The government has noticed this trend and made movement toward better
communications to reach this large demographic on social media and other
communication platforms used by millennials.
The US government has codified the use of social media and has web pages
devoted to the creation, maintenance, and ‘safe use’ of social media (“Using Social
Media in Government”, HowTo.gov; NARA, 2014). It also gives a rather formidable list
of acceptable types of social media (“Verify U.S. Federal Government Social Media
Accounts”, HowTo.Gov). Agencies across the government are adopting types of
‘approved’ social media for communication (“Social Media Registry”, HowTo.gov).
However, bureaus that primarily focus on security and safeguarding secrets struggle with
the amount of information to share, and the types of social media that are the ‘best’ for
their message. The reticence also derives from an inability to control the repurposing of
message content and recipients once it leaves the agency. Repurposing of messages is
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where the recipients of social media content take the original message and alter it for a
reason such as comedic effect or malcontent. From the agency’s standpoint, it is the
propagation of misinformation and disinformation from the agency’s repurposed
messages that is of great concern. This is doubly true for a security agency, which wishes
to ‘set the record straight’, as the pejorative statement goes, but is unable to publically
disclose nuances of the work the agency performs. Those bearing animosity to the
United States have used these messages for malicious propaganda. A prime example is
ISIL (Islamic State of Iraq and Levant) using US government messages meant for the
American people to craft disinformation aimed at promoting its agenda in the Middle
East (Farwell, 2014). The internet and social media are not limited to national borders;
therefore, a message that the US government only wants its citizens to know can be easily
found by another country or rouge entity.
Agencies who safeguard national security are not limited to law enforcement and
spying. The national laboratory system is a prime example of the use of classified
science. Not everything performed at the laboratories is classified in nature. For public
relations and public edification, the national laboratory system is described as a group of
government funded research facilities that study topics “address[ing] large scale, complex
research and development challenges with a multidisciplinary approach that places an
emphasis on translating basic science to innovation” (DOE energy.gov). The laboratory
systems afford a multitude of social media uses. The laboratories study a wide range of
topics that fall on a sliding scale of classification. The nuclear directorate falls within the
auspices of the national laboratories and private industry. A great deal of nuclear
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information is declassified and in the public sphere, but certain aspects of nuclear
information are closely guarded State secrets (Reed & Stillman, 2010). The reasoning is
to prevent rogue nationalistic groups or nations inappropriately using nuclear
information. However, the fear of information ‘falling into the wrong hands’ has
prevented helpful information from getting to the information consumer. This has
resulted in wide scale mistrust in the nuclear industry. The nuclear industry has suffered
from a great deal of misinformation and disinformation disseminating from a wide
variety of sources. The nuclear industry needs a more effective means of reaching the
public with correct information and in a manner that creates bridges of trust to the
information consumer.
The US Committee on Nuclear Regulatory Activities (CNRA), which is part of
the Nuclear Energy Agency (NEA), purports to promote “transparency of nuclear safety
work and open public communication” (WGPC, 3). However, like its scientific brethren,
the nuclear industry suffers from a reinforced sounding loop of scientists, officials, and
government agencies that create carefully crafted diplomatic messages that oftentimes
leaves the information consumer confused within the information gap. The information
gap is the area of uncertainty between the information consumer and the information they
seek (Dervin, 1977). Nuclear information has oft times been criticized for being written
in elitist terms and in ways that are incomprehensible to the general public (Levi,
2009). Therefore, it is vital to meet the information consumer at their level of
understanding. Public opinion has a pointed dislike for nuclear weapons and energy
(Luoma-aho & Vos, 2009), and creates a ‘them versus us’ dichotomy (Martin, 2007;
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Ramana, 2013; Butler, Parkhill, & Pidgeon, 2011). This type of confusion means the
information consumer is more likely to seek sources of information that are written or
explained in a manner they understand (Dervin, 1999). Thus, the chance is greater for the
elevation of misinformation and disinformation sources as being ‘truthful’ by the
information consumer.
To be fair, the nuclear industry does not maintain many effective efforts to reach
out and educate the information consumers in a manner that is digestible, so the
introduction (or reintroduction, depending on the case) to any aspect of the nuclear
industry usually occurs in cases of disasters, weapons, and hazardous waste. For
example, the disaster at Fukushima, Japan, displayed the true extent of public ignorance
on nuclear matters. The earthquake and following tsunami breeched a cooling tank at the
Fukushima Daichii nuclear power plant. The reactor leak was contained, but the area was
evacuated and the incident caused worldwide panic with misinformation regarding the
extent of the contamination circulating widely through the internet and social media.
Arimoto and Sato (2012) studied the perception of scientists in Japan after Fukushima
and discovered that the political fallout was to overhaul the public face of nuclear science
in Japan. The government appeased the public with great talk of transparency, but when
the topic was not front page news everything went back to the status quo (Arimoto &
Sato, 2012). Similar cases appear in regard to nuclear weapons and hazardous waste.
The declassified photos and recordings of nuclear testing are now commonplace in pop
culture, but with little understanding of the context or meaning of the images. This is
also true with nuclear power that is seemingly only known for the disasters of Chernobyl
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and Three Mile Island rather than the production of energy. The information consumers
are left to judge often complex nuclear matters with only misinformation and
disinformation as their guides. Martin (2007) argues that the nuclear industry does not
report the negative aspects and this deliberate concealment creates greater mistrust.
Ramana (2013) takes the concept one step further arguing any type of educational strides
for the information consumer from the nuclear industry is tantamount to propaganda.
Even with the setbacks of public opinion, acceptance of nuclear power is directly linked
to quality of communication to the information consumer (Song, 2013). However, public
opinion can be favorable to the nuclear industry.
Uses of nuclear innovation in medicine have been almost successfully divorced
from its nuclear origins from public opinion. Medical procedures, which are better
known from their acronyms, like the Positron Emissions Tomography (PET) scan rather
than the materials used, are deemed safe by medical professionals and in turn are adopted
by the information consumer. Unfortunately for every successful positive message there
is one equally as negative for nuclear communications information. The negative chatter
nearly drowns the positive aspects of the nuclear industry. Negative messages exacerbate
public opinion through crafted disinformation from nuclear industry reports, which are
laden with complicated jargon that does not appeal to mass consumption. A recent
Working Group on Public Communication of Nuclear Regulatory Organisations (WGPC)
report discovered that nuclear organizations were aware of social media, but had little
idea of how to integrate the technology into the working communication strategy for
public outreach (2014). This is an area that is underdeveloped and worth exploration.
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People seek information on their own volition, for self-edification, or other
reasons, outside the confines of formative school education. The question arises of the
usefulness of social media as a means of communication, and if such means of
communication inures trust to the originator of the message? How to reach people within
the scope of digital communications with science information is of interest for this
research.
The purpose of this dissertation is to better understand social media in information
seeking behavior and how government agencies that deal with secrecy and science
convey information to the public. The study will use information seeking behavior
models with Habermas’ theory of commutative action and Heidegger’s theory of Aletheia
to describe the interplay of trust, transparency, secrecy, social media, and nuclear and
national security government agencies.
Information dissemination and understanding is not a ‘top down’ concept
anymore, and it behooves a government to know how their citizens want to communicate
and interact with the state to acquire declassified government information. These issues
of communication unite with information theory unite to better understand of information
consumption and the framing of message to information consumers. This dissertation
explores the tone of declassified messages from secretive agencies to the information
consumer and the messages from the information consumer to the agencies. The ultimate
goal is better understanding if scientific communications from government agencies. To
study this aspect the researcher needs to take one step back and look at the social media
communication practices of government agencies that provide a similar service to the
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information consumer.
The first part of the dissertation analyzes messages from government transparency
communication through social media sources, and the responses from the information
consumer. It utilizes Jürgen Habermas’ theories of communicative action to explain
some of the social actions of information seeking behavior. Habermas argues that with
communication people can join together for a common cause. This coming together is
called communicative action. Information seeking behavior is the process in which
information consumers look for and discover information that fills a need or gap in
understanding. Information seeking behavior is a long-standing theory in information
sciences and has many facets. This dissertation discusses the aspects of theory that
directly address aspects of social media and transparency communication. It will explore
and critique former models of information seeking behavior and purpose a new model
from the evidence of the studies performed. The second part of the dissertation looks
from the ‘inside out’ by interviewing scientist who work at sources of secretive
information. They are given an example of a secretive agency revealing a secret to the
public to test Martin Heidegger’s theory of Aletheia. Aletheia is the transition of
secretive information to transparent, and how the information consumer’s relationship
with the ‘secret keeper’ is fundamentally changed with the revelation.
Through studying the juxtaposition of method, theory, and concepts the researcher
creates a clearer picture of the flow of science information to the information consumer.
From the perspective of the government, it is beneficial to understand how to provide
information to the information consumer through a cost effective means without exposing
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national secrets or making the country vulnerable to attack. From the information
consumer perspective, it solves the need of trustworthy, verifiable, and transparent
information and gives the opportunity to participate in government while maintaining
privacy. A glossary of terms is available in appendix 1.
Research Questions
Phase One RQ1: What is the tone of information deriving from the government agencies
CIA, FBI, DHS, IAEA, and NSA in Twitter messages?
Phase One RQ2: What is the tone and response from the consumer of the social media
message via Twitter derived from the CIA, FBI, DHS, IAEA, and NSA?
Phase Two RQ1: What are the attributes of trust described by the participants to the
social media communications of formally secretive information?
Phase Two RQ2: What role does trust in government play in Aletheia situations?
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Chapter 2
Literature Review
To better understand the complex interplay of secret keeping agencies, secretive
science, and the information consumer, it is prudent to explore the nature of secrecy,
privacy, transparency, and security; how and why people seek information, and the role
of social media in transparent communication. Historically, scientific information is
intrinsically entwined with national governments. Even if the concepts for scientific
ideas began in the private sector, they are subject to regulation, patents, oversights, or
monies by the federal government. Governments have vacillated on transparency and
secrecy of sharing scientific information for over a millennium. McMullin (1985) in his
comprehensive work discusses the issues of science and openness of data from Plato to
the 1980s and concludes societies who allowed for a more open and transparent form of
scientific exchange were more prosperous than those who kept information under
secrecy. Vickery (2000) builds on this argument through the lens of scientific
communication. She concludes that greater credence and attention should be given to
open lines of communication from within the scientific community with the intention of
educating the public. However, the state does not necessarily act in the best interest of
forwarding science, but oftentimes acts in accordance with the dictates of preserving the
integrity of the state. This push and pull of declassifying and sharing through
transparency is played out in the United States and other government and international
organizations across the globe. Prior to the digital age, governmental communication
with the public was top down. The government had a greater ability to control the
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information, because there were few avenues of information seeking (Vickery, 2000).
Social media has changed the way and manner of interpersonal and governmental
communications.
Role of Social Media in Transparency
Social media represents a growing part of the information consumers’
communication within private and public organizations. A part of the draw to this
communication platform is that it is a cheap and easy form of mass communication
(Boyd and Ellison, 2007). Communication through social media is mobile and
instantaneous, which makes it ideal for rapid communications to the information
consumer. Social media is form of communication, but, like a great deal of other
communication platforms, it does not represent all information consumers.
Social media is a wild beast that rides on the wave of current popularity. The
companies providing types of social media rise and fall in favor, but one thing remains
the same social media is a burgeoning type of daily communication. Social media is
defined as a mode of instant communication to a network of individuals through online
and mobile devices (Boyd & Ellison, 2007). Examples of these are texting, Facebook,
LinkedIn, etc. Social media has fundamentally changed how we interact with each other
(Paharia, 2013). Communications is easier and more instantaneous without personal
interactions like talking on the phone or face-to-face discussions. It is also an acceptable
form of communication with companies and the government with foreseeable longevity.
It is integral for quick information distribution and for organizing social movements.
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Social media was instrumental in disseminating of information quickly for
WikiLeaks and other mentioned cases. It is also critical form for organizing protests for
the Occupy movements (Juris, 2012) and the Arab Spring uprisings. These movements
used social media as a catalyst to gather people for communicative action.
Communicative action will be explained in detail in the next section. Social media is still
in its infancy academically, and scholarship varies widely on its impact and use.
Scholarship of government and social media focuses on the mundane forms of
information usage and interaction between the public and the government. For example,
Wigand (2011) argues that open communications from government to the people by
means of social media is an effective form of communication and societal participation.
In this respect, government uses social media to open a dialogue with the public through
the exchange of information (Hale, 2008). Lee, and Park (2014) argue that social media
is spreading quickly and that the nature of the government and public through social
media is an important aspect of social discourse. However, a true give and take between
the information consumer and the government must be present for successful
relationships and transparency. Hale (2008) views ‘true transparency’ as not a public
relations stunt but as a systematic divulging of information from an institution to the
public. To Hale, a successful social media stream means keeping news current (updated)
and communicating regularly to the people who follow (2008). It also means that the
information provider needs to create a culture of ‘all in’ not just ‘buy in’, because a
culture of ‘all in’ means that a foundation is laid between the twain with a common
understanding where ‘buy in’ gives the impression that the person is more likely to
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abandon the line of communication when a difficulty arises (Erwin, 2013). A key
element for creating ‘all in’ mentality is to systematize information (Erwin, 2013).
Systemizing information is imperative for the information consumer to continue open
communications with new and important material. This means that communications are
regular and accessible to the information consumer, so they are comfortable with the
information creators’ rhythm of communication. An example of this is the
communications of the Center of Disease Control (CDC). The CDC’s social media is
written in a manner that promotes understanding through explanation and gamification
(CDC.org). Gamification is teaching using games where the user does not ‘seem’ to be
learning while discovering information (Paharia, 2013). The CDC still retains secrets;
however, the ‘honest’ material provided in an accessible manner affords respect and trust.
When the message seems more like ‘fun’ or a ‘game’ there is a greater likelihood of the
information consumer interacting with the message (Paharia, 2013). The CDC is not the
only government agency that has embraced social media.
Whether it is a blog, Twitter stream, or Facebook, the US government has
accepted social media within its domain. The implementation of social media in the
government is dependent upon agencies and departments (Howto.gov and USA.gov).
The Obama administration embraced social media as an outlet of information. The
administration’s memorandum Guidance for Agency Use of Third-Party Websites and
Applications defines the purpose of the act to “to help Federal agencies to protect
privacy, consistent with law, whenever they use web-based technologies to increase
openness in government” (Orzag 2010). Lathrop and Ruma stated, “Obama’s memo was
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a signal moment in the history of open government, issued by a president who gained
office in part by opening his campaign to allow his supporters to shape its message,
actions, and strategy using online tools” (XIX, 2010). Obama translated the
communication successes of his presidential win to the workings of the government in an
effort to improve transparency of information. Zafar and Naseer (2014) build upon this
argument with the addition that social media is a cost effective form of rapid
communication and that governments are better off employing it as a communication
strategy. Government is now ‘open’, but how engaged is the public?
Zavattaro and Sementelli argue government forms of ‘open’ communication gives
the feeling of ersatz and is not ‘real’ participation (2014). Ersatz is the substitution of
real or ‘true or meaningful’ participation with government (Zavattaro & Sementelli,
2014). The authors argue the concept of the ‘phantom public’ is within this type of
participation and it gives the perception of participation with aids in the ‘good feeling’ for
government, but not necessarily changes government policy or function. Walter
Lippmann (1927) coined the phrase phantom public as a descriptor of the two types of
people who exist in the world: the agents and bystanders. The agents are those who
create, and the bystanders are those who allow things to be created for them. He argues
that it is the necessity of the public to be a forceful check on the government; it is the
public’s purpose and reason for existing (Lippmann, 1927). Participation in government
has greatly changed since Lippmann’s time, but the social upheavals of the 1960s proves
that the ‘forceful check’ from phantom public is a force to reckon. However, modern
social participation in government is not as bleakly harsh as Lippmann predicted,
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especially through social media. The social participation of the public in government can
invoke change without the necessity of upheaval, and social media often acts as the
conveyance of communication between the two. Viet and Huntgeburth (2014) studied
public participation in the government in Germany. They discovered that Lippmann,
Zavattaro and Sementelli are not entirely correct. In Viet and Huntgeburths’ study, the
German people who participated in the project by reporting vital public works
information, such as water leaks and potholes, to the government though social media felt
a greater connection to the government (2014). The connection was not one of ersatz, but
of a true feeling of aiding the public environment. This type of social media is deemed a
boon for the government, because they do not have to hire as many municipal workers to
care take of the public areas and the public feels ‘good’ about helping the community. In
a similar strain, citizen science is also a way for people to participate in the collection of
scientific data as a hobby. Citizen science is the participation of amateur scientists in
scientific research (Hand, 2010). This concept has its detractors, but more proponents
exist than detractors. Enough so that citizen science has expanded to training and a code
of ethical conduct by the European citizen science association (ECSA, 2015). The key to
participatory government is having the governmental entity acknowledge the
participation, having no feedback removes any incentive to participate in the first place.
Social media is a manner for the government to reach the public and allow for
meaningful participating; however, the framing of the message from the government
determines the outcome of the message. Research shows the best way to engage an
audience with the true meaning of a message is to build the message from the audience
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(Finel & Lord, 1999). This is successfully accomplished through understanding the
audience’s communication needs and comprehension (Finel & Lord, 1999). This strategy
also builds trust from the audience to the source of the information through the creation
of bridging the gap of understanding. The audience in this sense is the information
consumers who use social media to gain messages from the government. People grow an
attachment to social media, which is different than other previous types of
communication (Ellison, Stienfield, & Lampe, 2007). Messages on social media that are
kept current and engage with the audience have a higher success rate of accomplishing
the goal of the message (Song, 2013; Waters & Williams, 2011). This also means
patrolling social media messages from the government from misinformation and
disinformation. Keeping the social media chatter free from rumor and speculation allows
the medium of communications to fall under the category of ‘trusted’ when being
delivered from the government (Utz & Gloka, 2013, Waters & Williams, 2011).
Successful messages also are framed for the audience. Pont (2012) describes different
types of audience categories for outlets of communication: elite, mass, specialized, and
interactive. The elite audience is those most closely involved in driving the change in
government policy such as the military, scientists, and policymakers. These people need
to know the ‘what’, ‘how’, and ‘in what time frame’. The mass audience is the general
public that receives its news from a variety of different sources and cares about ‘how will
it affect me?’. The specialized audience are activist and special interest groups, they care
for ‘what does this mean for my cause?’. The last group is the one that is hardest to
influence. The interactive audiences are the greater news media who will form the

29
message as they see fit to meet their corporate agenda. For a message to resonate with
any audience it is prudent to understand the reasoning for human behavior online and the
nature of transparency messages to the information consumer.
Information Seeking Behavior Theory
Information seeking behavior theory encompasses a long-standing corpus of
literature in the information sciences. This section explores certain aspects of
information seeking behavior models. Information and communications scholarship
informs our understanding of the tensions of transparency, secrecy, privacy, and security
through social media. The scholars’ models chosen represents the best examples that fit
this research.
Information seeking behavior is the way people search and utilize information
(Wilson, 1981). The goal of the theory is to better understand how and why people seek
information. This information is important for laying the foundation of social media
interactions of the government to the information consumer. The genesis of information
seeking behavior is the concept that people have an innate desire for information (Ruesh
& Bateson, 2006). Humans are curious creatures who spend time seeking information to
fill gaps in knowledge. Knowledge gaps are areas of uncertainty or no prior information.
The knowledge within this gap is not always grand in scale but is truly anything from the
practical, mundane, to the profound. For a practical example, a person knows some about
the president of the US but does not know the powers he possesses. The gap in
knowledge is the ‘powers he possesses’. For a mundane example, a person would like to
see a movie at the cinema, but does not know the show times. The show times are the
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gap of knowledge. An example of profound example, is ‘what is the meaning of life?’
The gap in understanding is the chasm of understanding between humans and mortality,
or is answered by Douglas Adams in his humorous fiction. Benoit (2002) argues not only
do people have an innate desire for knowledge people also will actively seek out the
information they need (Fisher, Erdelez & McKechnie, 2005). This means people have
knowledge gaps, which cannot tolerate ambiguity, and they will seek out information
until the gap is filled. Dervin (1977) expanded upon this theory by objectifying
information. To Dervin information is a thing or object that information consumers
pursue as a goal. Her original model failed to take into account the perspective of the
consumer of information, but it was revised to reflect the user’s perspective (1999). She
describes the process of the user’s journey to find information as sense making. Sense
making takes into account the aspects of the information consumer such as memories,
personal experience, etc. as the impetus for information being sought and received.
Dervin’s model argues that the user has a knowledge gap, bridges the gap and finds
success at the finish line. Dervin’s model is a baseline for illustrating the journey of the
user in information seeking behavior. Her model is incredibly positive where the user
always bridges the gap and finishes with success. The flow of information is completely
linear; this means that the information consumer does not consult others for information
and opinions, or produce information and opinions. Figure 1 illustrates Dervin’s model,
but with subtle alterations from the original adding a path for failure.
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Figure 1: Augmented Dervin’s Model of Information Seeking

In applying Dervin’s model to the transparency, secrecy, privacy, security, and
social media differences emerge. The two elements of information overload and lost in
data represent the holes in Dervin’s model (figure 1). Information overload is where the
information consumer is overwhelmed by the nature of information seeking. He or she is
paralyzed, frustrated, and confused to the point of abandoning the search. Hence, the use
of a rocket ‘blasting off’ is used as a metaphor for information overload. ‘Lost in data’
illustrates the concept of abandoning the quest for information in mid-search. This can
be due to fatigue or too many null results. The ‘swamp of despair’ is the complete
abandonment of searching and defeatist feelings of a fruitless search. Dervin’s approach
creates more of a metatheory version and by doing so misses the individual perspective
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(Tidline, 2005). The individual perspective is the experience of a user and has validity.
Kuhlthau takes this concept of user perspective to create a new model.
Kuhlthau (1993) argues from a phenomenological approach with an uncertainty
angle. Phenomenological approach addresses individual experiences and perceptions
from the user and adds to the theory with the concept of uncertainty. In this case,
uncertainty derives from the individual’s lack of knowledge in searching terms and
techniques for searching. Her concepts form into a six-stage model of how individuals
seek and process information using Habermas’ theory of communicative action
(Kuhlthau, 1990). The six stages are initiation, selection, exploration, formulation,
collection, and presentation. These stages are evaluated through feelings, thoughts, and
actions. Initiation is the beginning prior knowledge is used to craft a query. Selection is
the choosing of avenues of information such as the internet, library, and the terms to use
(what to type in the search bar, books, etc.). Exploration is the action of initial searching.
Formulation is the creation of a plan for finding information. Collection is the gathering
of information, and presentation is where the user shares the information discovered. The
emotional components of evaluation also are used to instigate communicative action.
This is the area where social media plays a part in bringing people together in a common
cause. The user can drop out of the search at any time to call forth communicative
action. Searching for information is still linear in form. When comparing Kuhlthau’s
method to Dervin’s there are several deviations. Kuhlthau brings an emotional
component to the searching. Figure 2 illustrates Kuhlthau’s model with the inclusion of
failure (quitting a search).
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Figure 3: Augmented Kuhlthau’s Information Seeking Behavior

In applying Kuhlthau’s model to the transparency, secrecy, privacy, security, and
social media, information seeking behavior is much like an old Mario Bros. video game.
Feelings, thoughts, and actions rule the ‘run’ through the ‘video game’ like maze of
information seeking. These emotions determine if the information consumer stops early
to create communicative action. Kuhlthau’s method, like Dervin’s, assumes that the
information consumer does not stop early and fail. Kuhlthau also assumes that all
findings will be presented to an audience. Information consumers seek information for a
variety of different reasons, like clarifying a concept or idea previously unknown;
checking movie times, searching for the weather five-day forecast. All these examples
do not necessarily lead to a presentation for findings, nor does the model take into
consideration searching for other people. Oftentimes, the information consumer searches
information for family, friends, colleagues, etc., and not just for personal edification.
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Although Kuhlthau gives a more nuanced approach, the primary fault of any
phenomenological perspective is that is cannot provide a wide understanding of groups of
information seekers. The groups Kuhlthau intends to include are those formed with
communicative action; however, in doing so, the user seems lost in the mix. The sixstage model misses the reasoning of searching for information, and focuses instead on the
system of use rather than the user. This is a bit of folly because what is the purpose of
the system without the user to interact with it? This is especially true with social media
where the content is both user generated and user centric.
The model of information seeking behavior reaches almost full circle with regards
to the user with Wilson who brings agency back to the user in a grand way. Wilson’s
model (1999) focuses on the ‘why’ and ‘how’ people seek information. He studies the
reasoning and process of the information seeking arguing that people bring all of the
aspects outlined in previous types of research modeling, but the end goal is important to a
fully understand of the information seeking behavior. Wilson’s model slightly departs
from the linear method of explanation and brings in the concept of the ‘others’ to please,
which was missing in the previous models. He sees the user as the center of searching.
There are lots of merits of Wilson’s method. He begins to describe the give and take of
the user being a consumer and generator of information. However, like the other models,
Wilson does not take into account failure. The user does not sink into the swamp of
despair. The model is not exactly linear, but it follows a rather teleological path of user
seeking information. Figure 3 illustrates Wilson’s model, but with the inclusion of
complete failure and social sharing.
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Figure 4: Augmented Wilson’s Information Seeking

In applying Wilson’s model to the transparency, secrecy, privacy, security, and
social media, information seeking behavior begins to reflect the nature of users. In this
augmented model, the user ‘drills’ down into ‘data mountain’ to find veins of inquiry; if
one shaft should fail the user starts again. Other users who add to the systems and
sources are perpetually adding to ‘Data Mountain’. Success, for Wilson, is measured by
the user’s needs being met and it is the end goal of searching. Gratification of a search
well done is reaching the end goal. Sharing information found with others is not
necessary, but Wilson’s model affords the use of communicating with others as
validation to the information found.
These models of information seeking behavior directly correspond with the issues
of transparency, secrecy, privacy, and security, but none of the current models describes
the phenomenon of social media information seeking behavior. The transparent
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communication from the government with the people dwells within a mixture of Dervin’s
concepts of the information gap and the bridge, Kuhlthau’s concepts of emotion and
searching through a system, Wilson’s concept of the end goal, and Habermas’ theory of
communicative action. Secrecy, privacy, and security exist in the gap area, as unknowns,
and as such shrouded in uncertainty. Transparency is the bridge to the information gap
from the government to the people. The end goal is the reasoning for seeking the
information, either to inform, to expose, to educate others, etc.
The uniting of the models for social media considerations demonstrates a model
closer to describing the interaction of the government to the information consumer
through social media means. The information consumer possesses traits prior to
searching that encompass his or her education, understanding, and prior experience to
judge the validity of the information once found. For instance, a person sees an article
online from a news outlet regarding nuclear material storage in national facilities as being
hazardous to the public. The person uses his or her previous knowledge of science
information and experiences with searching the Internet for trusted sources to begin a
query on the veracity of the article’s claims. The end goal of fact checking and education
is important as the person attempts to bridge the gap of knowledge for understanding.
Heidegger, Habermas, and Goffman
The philosophers, Heidegger, Habermas, and Goffmans’, ideas combine for a
better understanding of the nature of secrecy, transparency, privacy, and security, and
how messages are received and repurposed by the information consumer, and how people
represent themselves online. Heidegger’s theory of Aletheia explores the concept of
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‘unconcealment’ and fits well into information seeking behavior by the opening of
avenues of information. Aletheia describes the manner of unconcealment as a revelation
of the entirety of the picture of information (Heidegger, 1992). Examples of Aletheia
range from self-discovery (such as Oedipus’s unearthing his parentage), to accidental
leaking of secret information (such as the Snowden revelations), to confession. Once the
formerly secretive information is revealed it fundamentally changes the relationship with
the person or group holding the secret. The revealing of once concealed information has
long been conceived as a cathartic act (Bok, 1989). The ancient Greeks often used the
concept as the plot of drama and as an important communicative social value, i.e.
Oedipus discovers that the plague effecting Thebes is a direct result of his murdering his
father, marrying his mother, and siring incestuous children. Through this act of catharsis
Oedipus is ruined psychologically and physically scarred, but society is better for the
revelation (the plague is lifted). The act of catharsis still holds weight in the modern
world. The cathartic act from the revealer’s standpoint and the audience’s reception of
the secret is Aletheia.
Aletheia is the fundamental change in relationship between the information
generator, the information, and the previously uninformed audience (Heidegger, 1992).
In this manner, unconcealment has the potential to inform the public and combat the
ignorance that comes with unexposed secrets, and has the potential to destroy the ‘them
vs. us’ mentality. For instance, the more information an agency provides that is
declassified, the greater potential the information consumer will gain trust in the agency.
There is a risk associated with this transparency, but if no transparency is attempted then
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little strides are made building trust with the information consumer. However,
unintentional revelations, such as information leaks, can create distrust between the two.
Snowden’s revelations regarding the National Security Agency (NSA) and monitoring of
US citizens is an act of Aletheia. The Snowden’s revealing of secretive information led
to the outrage of the American people and sowed seeds of distrust for the NSA.
Confession is a personal type of Aletheia in which a person bears a secret to an audience
as an act of catharsis. This type of Aletheia is outside the scope of this dissertation.
Habermas, unlike Heidegger, did not study unconcealment, but rather the nature
of human interaction. Habermas derives his theory from a mixture of Kant and Marx in
an attempt to describe aspects of life and social communication and behavior of humans
(1984 Part I). He theorizes that people act within three aspects of social behavior:
teleogically (self-interest), normatively (deriving from social values and customary
norms), and dramaturgically (act in accordance with expected norms within the
environmental context) (1984 Part I). The models of information seeking behavior
intersect with Habermas concerning why (teleos) people seek information, the how
(social norms that determine whom to ask or where to seek information), and the end user
(how the information is used or passed on is determined by the dramaturgical context of
the obtained information). The teleos of human behavior is the how and why people seek
information. Habermas sees this act as extremely self-serving as only acting in one’s
self-interest. Normative behaviors are the constraints of living within a society. It is the
customs and cultures of a society. These constraints can be micro or macro level. For
instance, a person can be from a religious group, a region or geographic location, a
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reflection of cultural groups, while also being a part of a national identity. Parts of a
person’s identity are usually suppressed around groups of people. This type of identity
‘switching’ is described in dramaturgy.
Dramaturgy is the social communicative result of a search, which after the action
is completed it is reassessed and repeated (Habermas, 1984 Part I). This stage plays well
with social media, which acts as a communication platform for dramaturgy. The person
posting information on social media has a specific reason for sharing information.
Among these reasons are attention, notoriety, etc. The originator of the messages on
social media crafts them for a specific meaning; however, the message can be altered or
repurposed according to the needs of the person changing the message. For instance, a
picture of a cute puppy with expressive eyes is posted on social media. The originator of
the photo message had a specific purpose in mind for posting the picture-my puppy is
cute- and wanted the world to see its cuteness. That picture could be modified with text
around the image to promote a cause such as adoption of animals, awareness of animal
cruelty, or a humorous comment. The modifier of the picture has a reason to alter the
original image on social media; to promote a cause, be humorous, champion a political
opinion, etc. How the person creates, modifies, and/or reposts on social media is directly
related to the manner in which he or she wishes to be perceived by those who read/follow
his or her social media stream. In this interpretation of the theory, the teleos and
dramaturgy make a closing loop of continual information seeking, and information acts
as a way of defining ‘self’ and place within the person’s social community. Teleos is
seeking information with the beginning and end in mind for self-interest. It works in
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conjunction with Wilson’s model through the concept of the ‘end goal’ of searching. In
this manner, Habermas’ theory lends greatly to Goffman concerning the concept of
people performing on stages with different ‘masks’ they wear to match the environment
(1978).
Goffman argues that people act differently according to the role they must play in
social situations and that these roles are determined on constructed and cultural cues of
the groups (1978). Say we have a middle-aged woman named Jill. The roles Jill plays in
her life each have certain social obligations: as a teacher, a parent, a PTA member, a
churchgoer, a best friend, and a curling enthusiast. Each of the groups mentioned have a
different set of social mores and expected behaviors for a participant. As a teacher and
parent, Jill has a role of authority and mentor; whereas, the roles as a PTA member and
churchgoer changes to perhaps a less actively authoritarian role. As a best friend and
curling enthusiast, Jill’s role changes again to a peer and perhaps a confidant. Not to say
that all of these roles are mutually exclusive, as interactive humans we exist on a
complicated sliding scale of accepted behavior that Goffman tried to define. Social
media blurs the lines of accepted behavior and societal roles. Meaning that the picture
posted on Jill’s social media account of drinking to celebrate a curling victory with her
teammates at the questionable bar might be seen by her students or their parents and
cause difficulties with her day job. These blurred lines of appropriate behavior are
exacerbated on social media. As a result, the social media users are falling back into a
more strict form of dramaturgy as defined by Goffman to create a ‘persona’ for different
social media accounts. These personas determine the types social media platforms as a

41
manner to appeal to different audiences. This can be as drastic as creating a false persona
or suppressing parts of a personality to appeal to the audience of followers.
Reasoning
Social media is rather pliable to the different stages of communication and is
often used as a form of communicative action. Information, in this aspect of theory, is
the instigator of action, the rallying point for a social issue, as a forum of public, and
semi-public opinion. It has the potential power to physically bring people together for a
common action. Good examples are the occupy movements, Arab Springs, Flash mobs,
‘bat kid’ (Make A Wish), the shooting in Ferguson, MO. These are rather extreme
examples of calls to action, for the social media communication medium also has the
power to mobilize only those within a social network for even the minutest of task. This
is potentially organizing an event, coordinating outfits, passively showing solidarity or
support for a cause (support the troops or ‘standing’ with victims of natural disasters or
attacks). This passive type of support is called slacktivism.
Slacktivist is a person who engages in token displays of support for a cause on
social media but are less likely to engage in meaningful contributions to the cause
(Kristofferson, White, and Peloza, 2014; Morozov 2009). An example from Twitter is
#bringbackourgirls campaign. The campaign was in response to the abduction of 276
girls by Boko Haram, in Chibok, Borno State, Nigeria, in 2014
(www.bringbackourgirls.ng/). The Twitter campaign incited outrage from the public
and generated a lot of response through social media postings, and even an
endorsement from the First Lady Michelle Obama. Once the hype died down, the
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number of supporters dwindled, and most of the girls are still in captivity. This was
also the case with #Kony2012. #Kony 2012 began as a viral video on YouTube, which
outlined the atrocities committed by Joseph Kony in Uganda as the leader of the
Lord’s Resistance Army (Kanczula, 2012). The campaign spanned several different
social media platforms. 100 million people around the world watched the video and
over 5 million people tweeted with the #Kony2012 (Kanczula, 2012). This campaign
also led to marching protests in the US; however, the campaign did little to stop Kony,
who remains the LRA’s leader and continues a campaign of insurrection and terror.
Those millions of people who tacitly supported ousting Kony from power did not
equal true force of will. Despite the lack of change, social media campaigns are still
popular and growing in function and use.
Social media is pervasive and persuasive within information seeking behavior and
can be employed at any stage of communication. Social media can apex at the teleos
stage either by soliciting the social media network knowledge (i.e. how do I fix my
toilet?, ‘What should I do in Boston?’) or by stating the intent and asking for opinion or
advice (i.e. ‘For whom should I vote?’, ‘Does this dress make me fat?’). Sometimes this
is genuine solicitation, but often it is a passive form of bragging in an effort to make
ones’ friends ‘jealous’. However, social media also is used in a normative phase through
utilizing the social media network to help in the avenues of searching. These queries are
in forms of questions such as ‘where can I find good information on political pundits?’,
‘Are all animal shelters kill shelters?’, etc.’ This form can also overlap with teleos
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depending on the query and the intent of the answer. Social media is quite often used in
the dramaturgical phase as a form of social capital.
Social capital is the “aggregate of the actual or potential resources linked to
possession of a durable network of more or less institutionalized relationships of mutual
acquaintance and recognition” (Bourdieu, 1986, pg. 246). Social media expresses social
capital with visual networks of connectivity and rates of responses. Social capital is
expressed on social media through demonstrating existing knowledge of the subject as
‘superior intelligence’, or offering the knowledge pathways for self-edification (offering
links to information as proof of correctness), or through stating a biased opinion without
truly referencing actual knowledge (hubris). Hubris is acting on one’s haughty pride.
The recipient of the information judges if the information is correct. Poor judgments of
information lead to internet hoaxes, urban legends, and spreading misinformation quickly
to (potentially) a great number of people who might see it as truth. These types of
misinformation and disinformation exist in the public sphere.
The public sphere, as defined by Habermas, has varied aspects. With regards to
social media communications the public sphere contains specific means for transmitting
information and creating influence over those who receive the message (Habermas,
1989). This means that the public sphere constitutes those who participate on social
media and the complex networking of those people. The public sphere has generally
been demarcated by national lines, and segmented to smaller parts of the population.
Social media spans over national lines and allows like-minded people to ‘congregate’ in a
virtual space. This heightened the notion of the public sphere is what constitutes public
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opinion (Ku, 1998). The public sphere is the meeting place where issues and concerns
are discussed within a community (Ku, 1998). Information in this form is explicit for it
defines the sphere. For social media, this could be a group concerned with animal
cruelty, or autism support group, or Magic the Gathering card game group, etc. All of
these groups and others like them constitute a public sphere. However, the larger public
spheres are regional, state, and national. Habermas noted in his lifetime the change he
observed in the public sphere. The meeting place to discuss issues has changed from
local physical spaces and paper correspondence (Habermas, 1989) to virtual
correspondence and global forum. This is the role of social media. It exists as an
instigator and disseminator of information within public spheres.
Within the frame of this research, the public sphere exists in digital media
communication devices. This is not a representative population for the US, nor is it a
comprehensive ‘voice of the people’. However, online and social media communities are
the focus of this research due to government transparency initiatives through digital
communications and the greater accessibility of this information through rapid modes of
digital communication. These types of meaning are implicit within the theory and are
useful for understanding how and why people seek out scientific information in
particular.
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Chapter 3
Materials and Methods
This dissertation explores social media transparency communications of secretive
government agencies via Twitter and the responses from the information consumer.
Twitter is a social networking communication platform where credentialed users may
contribute or read tweets. Credentialed users are people who are given access to a digital
system (Garcia, 2007). Tweets are restricted to 140 characters, including URLs and
emojis. Twitter’s mission is “To give everyone the power to create and share ideas and
information instantly, without barriers” (Twitter.com). As of December of 2015, Twitter
boasts of over 320 million monthly active users and one billion unique visits to sites with
embedded tweets (Twitter.com). Twitter is a popular communications platform used by
the US government, especially with secretive agencies. The large and growing audience
is a draw to US secretive government agencies as a platform of transparency
communications.
The traditional secret agencies are part of the macro foundations of establishing a
baseline of transparent communications from the government to the information
consumer. To better understand the messages emanating from the secretive agencies, it is
advisable to explore the history and mission of the agencies. The International Atomic
Energy Agency or IAEA was established in 1957 as an international response to growing
fears of nuclear issues (Fischer, 1997). Dwight D. Eisenhower suggested the proposed
‘Atoms for Peace’ in an effort to bring the international community into the cooperation
for civilian use for nuclear energy (Fischer, 1997). The organization’s mission is to
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insure safety and peaceful use of nuclear material, to guide member states in nuclear
issues, and to uphold the Nuclear Non-Proliferation Treaty (The IAEA Mission
Statement, IAEA.org). It is the only international agency in the study. The reason for its
inclusion is that the IAEA governs the nuclear policy for the world and has a much
greater public following than domestic nuclear government agencies. This makes the
IAEA on par with the other agencies in the study. The National Security Agency or NSA
was founded from the cypher coding units of World War II and established by Harry S.
Truman in 1952 (Truman Memorandum, NSA.gov). The goal and mission of the agency
is to secure the United States and the allies of the United States from security threats that
are within the realm of Signals Intelligence (SIGINT) and Information Assurance (IA)
and enabling Computer Network Operations(CNO) (Mission and Strategy, NSA.gov).
The Department of Homeland Security or the DHS is the youngest of the agencies,
established in 2002 by George W. Bush in the wake of 9/11 (DHS.gov). The DHS
combines 22 different agencies under one roof to manage the borders of the United
States, ensure resilience to disasters, secure cyber security, immigration, and terrorism
prevention (Our Mission, DHS.gov). The Federal Bureau of Investigation or FBI is the
oldest agency established in 1908 under Theodore Roosevelt (History, FBI.gov). The
FBI’s mission is to fight domestic crime and terrorism within the United States (Quick
Facts, FBI.gov). The Central Intelligence Agency or CIA was established in 1947 from
the National Security Act under Harry S. Truman (About CIA, CIA.gov). The mission of
the CIA is to collect intelligence for threats throughout the world to insure the safety of
the United States (CIA.gov). These agencies safeguard the welfare of the United States,
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and in the case of the IAEA the world, but have vastly different functions. An
understanding of agencies communications from secret keeping agencies can create a
better definition of transparency communications.
The research first looks at the outward facing side of information in the form of
tweet messages from these secretive agencies and the responses from the public. This is
to assess the tone and types of messages emanating from the agencies and vice versa for
the public, and to ascertain the sentiment from both groups. Then the research looks
from the inside out, by interviewing scientists from Oak Ridge National Laboratory
(ORNL) and assessing their point of view of transparency communication within their
job and the concept of public trust.
These studies are beneficial to understand the impressions of social media as
means of transparent communication, and the elements of trust from cleared scientists.
Cleared scientists are people who work as scientists in a national laboratory, but also are
regularly security checked by the US government. They reveal some of the dynamics of
interpersonal communication and public facing communication strategies and practices.
Findings from this study may advance our understanding of the nature of social media as
a means for transparency communication.
Phase I: Twitter Analysis
The purpose of the Twitter analysis is to ascertain the tone of the social media
deriving from traditionally secretive government agencies from the Central Intelligence
Agency, Federal Bureau of Investigation, Department of Homeland Security,
International Atomic Energy Agency, and National Security Agency (CIA, FBI, DHS,
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IAEA, and NSA) and the tone of the public response. Tone, for this research, is defined
as the style, manner, and distinction of messages in written communications, which
significantly influences the interpretation of the message and its persuasiveness which in
turn impact responses (Iyer & Debevec, 1991). The researcher conducted a content
analysis of the Twitter feeds and responses of the CIA, FBI, DHS, IAEA, and NSA
between June 2014-June 2015. The month of June of 2014 was chosen because it was
the debut of the CIA to Twitter. The date is important because the researcher wished to
see the advent of a Twitter account and its change over a year’s time and compare it to
established accounts by similar agencies. The tweets were scraped post hoc and in
accordance with the IRB. All tweets involved in the study are publically available on
Twitter’s website.
These tweets are created by those who are under government under security
protocol who tweet for their organization, and the general public that participates in
Twitter within the confines of the government agencies’ feeds. The study does not focus
on the people, only their tweets. This study analyzes the tone of the parent tweets (CIA,
FBI, DHS, IAEA, and NSA). The parent and child tweets are stored on a dedicated
personal server owned by the researcher under password protection and firewall.
Personal identifiers or any other demographic information was not captured with the
computer code. The personal identifiers of the tweets are not retained. The Twitter
analysis is broken down into two stages; analyzing the parent tweets from the agencies
and analyzing child tweet responses from the information consumers.
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Stage One: Agency Tweet Analysis
This stage does not look at individuals, such as the head of the agency, nor does it
cover tweets of branch agencies (such as state chapters of the FBI). This research
focuses on organizations the public tweets of the organizations. The reasoning is that a
corporate message is fundamentally different than messages from an individual. Also,
high- ranking government officials’ personal social media accounts are not always
cultivated by the particular individual, but by media experts; therefore, to keep
consistency only the main organizational Twitter account were included in the study.
In accordance with the Internal Review Board (IRB), the tweets were
retroactively scraped in June of 2015. The parent Tweets were captured using NVivo
software. NVivo scraped the API handle of the agencies and downloaded the tweets to
the researcher’s personal computer. Each parent tweet was attributed to the agency
tweeting, but no other demographic information was captured. The total number of
Tweets captured was 3,086 for the parent tweets from the agencies. Table 1 describes the
breakdown of number of tweets and the percentage of the agencies’ tweets to the total
tweets.

Table 1: Total Tweet Data Captured: Parent Tweets

Agency

Parent Tweets

% of Total

CIA

670

22%

DHS

877

28%

FBI

389

13%

NSA

361

12%

IAEA

771

25%
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The CIA, DHS, and IAEA are almost evenly matched for percentage of tweeting
with the FBI and NSA not far behind. This shows that the (CIA, DHS, and IAEA) and
the (NSA and FBI) communicate on Twitter about the same amount a year. An open
coding system was used to determine the tone of the messages from the agencies and the
responses from the public users. The study used constant comparative grounded theory
(Glaser and Strauss, 2009) where the researcher codes for key concepts to determine the
framework and tone of the messages. The coding categories determined by the grounded
theory are: congratulatory agency, congratulatory person, current event,
educational/object/historical event, educational person, humorous, and informational
agency. The code of congratulatory agency was given to tweets promoting or
congratulating their agency or other agencies in the study. Congratulatory person was
given to tweets containing praise to current or former members of the agency. The
current event code was given to mentions of events occurring in the near future at the
time of the tweet. The educational/object/historical event code was a combination of
concepts that were usually employed together. All of the tweets in this category were for
an educational purpose. Sometimes the tweets pertained to objects, while other times it
was an historic event. Educational person code was given to tweets pertaining to the
lives of people who contributed to the agency. These people recognized were usually
deceased, or retired from the agency. Humorous code was given to tweets that contained
humor to convey a message. Information Agency code pertained to the tweets containing
information about the agency, hiring, etc.
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The parent tweets were broken into two types of analysis. First, to analyze the
tone of the tweets to see the types of messages created and disseminated by the agencies.
Second, is to analyze the top retweets of the parent tweets to see the types of messages
that resonated with the information consumers.
Stage Two: Child Tweets and Response Analysis
The Twitter responses from the public could not be captured easily with NVivo;
therefore, a code was created for the study that scrapes the unique tweet identifiers from a
given user. The program parsed the text contents from each of the tweets captured and
stored it in a database. The parent and child tweets were captured on June 2015. The
database stored each tweet response with the parent tweet, but without personal
identifiers for the public responses. The number of followers and retweets reflect the day
they were captured and scraped.
Due to the protocol on Twitter requests, only the first 18 child tweet responses
could be scraped. However, not every parent tweet had a response. The total number of
child tweets scraped was 20,127. The researcher selected enough samples to code to
have a margin of error upper bound of 2%. Since the scraping code was unable to
capture the entire child tweet population for the agencies, the researcher desired a
confidence level of greater than 95%. The researcher coded 2,394 child tweets, which is
slightly above the number required for 99% confidence. Table 2 displays the breakdown
of child tweets by agency and the percentage of total tweets from the sample of child
tweets.
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Table 2: Total Tweet Data Captured: Child Tweets

Agency

Child Tweets Scraped

% of Total

CIA

9,159

46%

DHS

3,696

18%

FBI

5,042

25%

NSA

1,730

9%

500

2%

IAEA

The responses were not as evenly spread and as easy to group as the parent
tweets. Instead of groupings, the responses fall into more of a cascade where the
responses half between each organization when placed in response order. The CIA had
the most responses, but this could be due to the agency’s newness to Twitter. This was
followed by the FBI with a quarter of the responses and trails off with the other three
agencies. In this part of the study, the researcher used constant comparative grounded
theory (Glaser and Strauss, 2009) to code for key concepts determine the framework and
tone of the messages. The categories emerging from the initial analysis were profanity,
undecipherable, language other than English, praise, interrogative rhetorical, interrogative
imperative, conspiratorial, sarcastic, and critical. Profanity code was the actually use of
profane words, and/or innuendo of a graphic or sexual nature. Unintelligible code was
unable to decipher the meaning after investigation, too many hashtags and no original
content, or the response is now deleted content by Twitter. Language other than English
code was all responses written in a language other than English as syntax, not place
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names, people, or colloquial phrases. These coded responses were clearly written in a
language other than English. Praise code was any type of friendly sentiment to the
agency. This also included retweets of the parent tweet. The rationale was the
information consumer placed enough value on the parent tweet that they would retweets
without alteration; therefore, it was included in praise. Interrogative rhetorical code was
responses with questions to the agencies, but did not expect a response in return.
Interrogative imperative code was responses with questions to the agencies that expected
a response in return. Sarcastic code was humorous, biting humor, sarcasm, and/or
instructional phrases meant for sarcastic chastisement. Critical code was any type of
criticism with an agency, president, or other government official. Criticism towards other
information consumers tweeting was not included for it was not directed at the agency or
the agencies policies.
The tweets were analyzed through DiscoverText software. The codes were not
mutually exclusive and one tweet or retweet could possess multiple codes. There was not
a hierarchy of codes; all codes were equal. The researcher analyzed the tweets on
DiscoverText; however, if the categories were not readily apparent by the tweet context
the tweet was reconstructed through online investigation. This was accomplished by
discovering the text in situ with the parent tweet to clear ambiguity of meaning (stating
things favorably, but meaning the opposite), completely off topic tweets, and
serendipitously discovering those who tweet/troll often. A colleague prior to analysis
independently verified the code.
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Phase II: Interviews of National Laboratory Employees
Phase II was a qualitative exploration using semi-structured interviews with
participants in order to understand the social media use and relation of social media and
trust with scientific information. The interviews were conducted as informal
conversations, which were guided by an interview guide (Appendix 2) with several openended questions. The first few questions were related to the affiliation, education and
demographics of the participant. They were designed to make the participants feel more
familiar with the interviewer and more comfortable in discussion. The subsequent
questions asked the participants to express their thoughts about the collaboration in four
dimensions: (i) communication behaviors; (ii) social media practices; (iii) trust with
information creator (Aletheia example); and (iv) institutional identity.
Communication behaviors were investigated at two levels: social media use, and
the elements of trust with communication. The questions about social media focused on
the types of social media used for personal use, knowledge of social media for
government organizations, and trust in social media transcripts. As for interdisciplinary
interaction, the participants were asked about social media interactions both professional
and personal. Questions concerning institutional identity discussed the values and norms,
research culture, and social media interactions of the participants.
The participants were former or current scientists affiliated with Oak Ridge
National Laboratory (ORNL). The participants are personal contacts connected to the
researcher. The research was an exploratory study and participants were recruited until
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redundancy in responses was achieved. All potential participants were 18-years or older
and hold a security clearance.
The length of the interviews was approximately 30 minutes. Each interview was
audio-recorded and verbatim transcribed by voice recognition software. The interviews were
conducted at either the interviewees’ formal or informal offices. The audio recordings were
verified by the researcher and destroyed after the interview was transcribed. The interview
files were stored in the computer files by using the general descriptions instead of
participants’ names so that confidentiality was ensured. The researcher was the only person
to get access to the information and the files. The files were stored on a NAS unit, password
protected, and solely owned by the researcher. The method of analytic induction was applied
to find common patterns. The transcripts were reviewed line by line for themes or categories
emerging from the initial cases, then modifying and refining analysis on the basis of
subsequent cases. The analysis procedure included a peer audit to help clarify the analysis.
A participant check was used to ensure their views are properly represented and to discuss
the final analytic scheme with participants in order to refine and clarify the analysis.
By interviewing the participants and asking their thoughts about the
interdisciplinary interaction and collaborative practices the probability of risk to participants
was low. The participation in this study was voluntary; the participants were allowed to decline
to participate without penalty. If a participant decided to contribute, he or she also was allowed
to withdraw from the study at any time without penalty. If a participant withdrew, the data
collected was deleted immediately. A consistent interview process was implemented. The
researcher explained the interview procedure to the participant prior to the interview. The
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researcher kept to the question prompts for continuity of interviews. After the interview, the
researcher explained the analytic procedure and ensured pseudonyms would be used in the
report and the data would be kept safe and confidential. The information in the study records
were kept confidential. Data was stored securely on a NAS unit owned by the researcher and
under password protection and were made available only to the researchers conducting the
study unless participants specifically give permission in writing to do otherwise. No
reference was made in oral or written reports that could link participants to the study. The
consent forms were kept separately from the data. All research data will be destroyed two
years after publication.
To obtain legally effective informed consent from participants, a written consent
document with all the basic elements of informed consent were used for each participant
in a manner that allows them sufficient opportunity to consider whether to participate,
and that minimizes the possibility of coercion or undue influence. The participants signed
this form and an extra copy was provided for participant's use and information directly
prior to the interview. A copy of the informed consent is in appendix 2.
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Chapter 4
Results and Discussion
Phase I: Agency Twitter: Parent Tweets
The parent tweets were scraped over June 2014-June 2015 and totaled 3,068
tweets. The tweet codes were not mutually exclusive, so a tweet could possibly have one
or more codes. Rarely did coding exceed three codes for one tweet. Figure 4 below
demonstrates the comparison of parent and child tweets per agency studied over the time
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Figure 4: Comparison of Total Tweets: Parent vs. Child

The graph shows a comparison of tweets between the agencies and the responses
from those on Twitter. The child tweets are more numerous than the parent tweets. This
is understandable, because of number of people following to viewing the parent tweets
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are greater than the one parent tweet. However, the ratio of child to parent tweets is
important, because it shows the average number of responses to one parent tweet. The
numbers demonstrate the closeness the parent tweets to child responses in ratio form and
are parsed out by agency (Figure 5).
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Figure 5: Child to Parent Tweet Engagement Rate

As the chart shows, for every one tweet from the CIA there was an average of
approximately 13 responses, the FBI was second with approximately 12, the NSA and
DHS were almost evenly matched with approximately 4, and the IAEA barely had any
responses at less than 1. Responses meant that the person who read the tweet, who has an
account the Twitter, and felt compelled enough to respond so that all those who read the
tweet can see his or her response. Having a high response ratio means that the
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government parent tweets make some traction and influence a response. It is important to
note that the audience for reading or reacting to a tweet is greater than those who choose
to respond to a tweet. Responding to a tweet shows interests in ‘making an opinion
heard’ and in this study the public responded most to the CIA and FBI. The reasoning for
the high response ratio will be parsed out in the next sections. However, the ratio
evidence is important while analyzing the parent and child tweets.
Stage One: Agency Parent Tweet Analysis
The agency parent tweets were an interesting mix of tones. The coding categories
were not mutually exclusive and were often multiple coded. For the majority of parent
tweets, there was a strong tendency to craft messages about the agency or describing a
person/ object/ educational lesson. All the agencies use URL links to websites that better
describe the topic at hand, and most referred to other forms of social media used by the
agency. Also present, was a great deal of banter between agencies. This was rarely in
direct reaction to a quote or tweet, but an acknowledgement of a ‘job well done’, ‘shout
out’, or ‘kudos’. These messages were always positive. The agencies were never openly
critical to other agencies. The parent tweet tone categories by agencies are outlined in
figure 6.
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Figure 6: Parent Tweets by Category and Agency

The comparison of the evidence shows a varied use of Twitter by agency.
Informational/Agency category is popular with all of the agencies and proved to be
consistently within the top three categories. The top three coding categories are different
depending on the agency and it corresponds to the ethos and mission of the agency. The
agencies all focus on different areas of secrecy that are tantamount to the functions of the
agency. For instance, the DHS is concerned with domestic security; therefore, the
majority of the tweets tone concerns citizen safety information. The close connection of
the tweets to the ethos of the agency is not too surprising, but the other content of the
tweets is interesting. The next section deconstructs these findings in a more nuanced
manner.
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The tables in the next section demarcate the coding categories with their
corresponding number of tweets, and the percentage of tweets from the total tweet count
for the agency. The coding categories are in alphabetical order for ease of comparison
between all of the agencies. The agencies are also presented in alphabetical order for the
same reason. The parent tweets analysis is in this order: CIA, DHS, FBI, IAEA, and
NSA. The tables contain the coding categories, the number of tweets, and the percentage
of the total of tweets. The coding categories are not mutually exclusive and can be coded
for multiple tones; therefore, the percentages of total tweets combine to over 100%. The
raw total number of tweets is given prior to the table as a reference. Table 2
demonstrates the coding of the CIA parent tweets, which were 670 in total.

Table 3: CIA Tweets

Coding Category

Number of Tweets

% of Total CIA Tweets

Congratulatory/Agency

50

7%

Congratulatory/Person

30

4%

Current Event

56

8%

Educational/Object/Historical

317

47%

Educational/Person

270

40%

30

4%

190

28%

Humorous
Informational/Agency

The CIA’s tweets were rather thematic in nature. They liked to choose a topic
and add details over several tweets. This type of tweeting is comparative to installments
of a story. These tweets resembled a serial type of story, which are common in
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magazines and certain types of popular fiction. One example was comparing fact to
fiction for the story of Argo. Over several weeks of tweets, the CIA unfolded the
declassified aspects of the film Argo by describing the real rescue during the Iran hostage
situation. This serial was called ‘reel to real’. The CIA tweets would often correspond
with a holiday or anniversary. This could be the birth anniversary of a special personage
within the agency, either deceased or still alive. For those who are still alive, the tweets
are usually generalities of service for the CIA, for those who are deceased more details of
their life and contribution to the CIA. It also can be objects that support a longer
segments, such as tweet serials of Alan Turing interspersed with the enigma machine.
The CIA focused on educational topics, which described an object used in the agency,
historical event, or person. All the information is declassified and appealing to a large
audience due to its variety of topics and fields. It was akin to having segments of the
fact-book expressed over tweets. These types of messages from the CIA to the public did
not hide or skirt away from controversy, but addressed past errors of the agencies as a
mea culpa. This type of acknowledgement of misdeeds and learning from the mistakes of
the past seemed to resonate with people, which is outlined in greater detail in stage two.
None of the categories were 50% or higher. It is significant to note that after the
educational and informational categories the percentage of use of the other categories
majorly drops.
The DHS, in contrast, has a greater focus of tone of tweets for informational
agency and not educating the public about historical events. The DHS had 877 total
tweets and whose code stacked up differently to the CIA (table 4).
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Table 4: DHS Tweets

Coding Category

Number of Tweets % of Total DHS Tweets

Congratulatory/Agency

30

3%

Congratulatory/Person

17

2%

265

30%

10

1%

229

26%

9

1%

803

92%

Current Event
Educational/Object/Historical
Educational/Person
Humorous
Informational/Agency

DHS’s tone focused upon topics such as ‘see something, say something’ and
Transportation Security Agency (TSA) pre-check. The ‘see something, say something’ is
a Twitter campaign for citizens to report suspicious activities and behaviors of others.
They also focused on the agency (what to take on a plane, how to keep safe Federal
Emergency Management Agency (FEMA), and current events. The tones of the
messages were more utilitarian. They also tweeted more often than the other agencies.
Out of the 877 total tweets 803 were regarding agency information more akin to public
service announcements than intimate information about the agency. This amounted to
92% of the coded tweets as informational. The next largest code groups were educational
person and current events at 26% and 30% respectively. The people tweeted about were
usually still alive. Oftentimes this coding groups overlapped and the person who was the
subject of the tweet was also part of the current event. The other coding categories
trailed off tremendously. This shows quite an interest of the DHS to inform its audience
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of protocol. The DHS tweeted a great deal more than the FBI (389 total); moreover, the
tone categories showed some similarities.

Table 5: FBI Tweets

Coding Category

Number of Tweets

Congratulatory/Agency

21

Congratulatory/Person

2

Current Event

% of Total FBI Tweets
5%
0.5%

185

48%

Educational/Object/Historical

18

5%

Educational/Person

75

19%

Humorous
Informational/Agency

3
306

0.7%
79%

The tone of the FBI, by far, is informational about the agency and current events.
These tweets were similar to the CIA due to their thematic nature, but unlike the CIA, the
tweets from the FBI were not serial in form. Cyber safety, cybercrimes, and human
trafficking were prevalent themes within the Twitter stream. Another difference with the
FBI than the other agencies is the urgency in which they enlist help from the information
consumers. The urgent tweets are framed in a manner that indicated that the FBI needs
aid and that information consumers’ tweet responses not only would be welcomed and
but also read by the agency. This direct type of appeal is not as prevalent in the other
agencies. Unlike the DHS’s “see something say something” Twitter campaign, the FBI’s
tweets are more specific in their nature. For instance, it is not ‘help us stop human
trafficking’, as much as ‘if you have any information on this person who participates in
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human trafficking’. A great amount of their tweets focused on an emotional appeal of
apprehending named criminals with the help of the public. The FBI does a good job of
creating a feeling of participation with the agency. Examples include: ‘help us search for
these missing children, learn how to protect yourself.”, "Please RT & help the FBI rescue
these missing #kids". The second example created a greater number of retweets and
responses from the public. The FBI used its Twitter stream to advertise FBI blog articles
in an effort to cross-pollinate information. Although they had similar number of tweets,
the FBI and the IAEA differ on a key tone.

Table 6: IAEA Tweets

Coding Category
Congratulatory/Agency

Number of Tweets % of Total IAEA Tweets
375

49%

Congratulatory/Person

0

0%

Current Event

4

1%

12

2%

131

17%

Educational/Object/Historical
Educational/Person
Humorous
Informational/Agency

2
655

0.2%
85%

The IAEA, by far, tweeted more about informational agency and congratulatory
agency. The total tweet count for the IAEA was 771 tweets, which makes it second only
to the DHS. The vast majority of tweets from the IAEA focused on information
pertaining to aspects of the IAEA, ranging from nuclear research to nuclear policy. Some
examples were updated information concerning the Fukushima event, water
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desalinization techniques, and other areas of interest. The tones of the messages were
positive toward nuclear issues, even when addressing controversial topics. The IAEA
lacked interesting serials or other types of messages to keep the information consumer
engaged. As a result, their followers are small and child tweet responses are also low.
Unlike the IAEA, the NSA had a greater focus on current events, but similarly the NSA
tweeted a great deal about agency information.

Table 7: NSA Tweets

Coding Category

Number of Tweets

% of Total NSA Tweets

Congratulatory/Agency

31

9%

Congratulatory/Person

4

1%

245

68%

25

7%

130

36%

4

1%

228

63%

Current Event
Educational/Object/Historical
Educational/Person
Humorous
Informational/Agency

The NSA’s tweet count is 361 and much lower than all the other agencies. They
have roughly half the median number of tweets. The NSA’s tweeting pattern greatly
mirrored the FBI in nature. The vast majority of the tweets regarded information about
the agency and current events. The closest type of serial was the ‘on this day’
reoccurring tweet of a historical event; however, this was only eight in total. The second
closest at 12 tweets, was #ICYMI (in case you missed it) tweets which were reminders of
current events. The current events usually centered on exhibits from museums or online,

67
talks from important people in the agency, and holidays. The holidays included not only
the standard ones such as Valentine’s, Memorial Day, etc., but also the unconventional
ones such as PI day. Unlike the other agencies, the NSA loves to quote their commander
and chief Adm. Michael Rodgers from speeches he makes around the country. The CIA,
in their first several weeks on Twitter, did a bit of quoting of their head from his
speeches, but tapered off quickly due to backlash of the information consumers. The
NSA did not learn this lesson and continues to quote Adm. Rodgers often. Under Adm.
Rodger’s tenure, the focus of the NSA is cyber security and the tweets reflect this
mission.
Analysis of Parent Tweets from Agencies Summary
The comparison of the agencies resulted in commonalities. A great focus of the
parent tweets of all the agencies was to provide information about the agency. This is not
too surprising due to the nature of Twitter as a self-promoting mode of social media. The
messages demonstrate a considerate effort on the part of the agencies to present
themselves in a positive and useful light to the information consumers. The utility
mentioned means the providing of information that the information consumer would
consider worthwhile. This ranged from the parameters of carryon items and TSA precheck from the DHS, pleas for catching criminals from the FBI, to random facts
illuminated by the CIA. It is important to note that these are the messages deriving from
the agencies and what the agencies thought was worth tweeting. The information
consumer’s concepts of important information does not sync with the agencies. Excellent
types of tweets unite interesting content with ‘catching the attention’ of the information
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consumer. Agencies that have done a good job of capturing the attention of the public
are the ones with the greater number of followers and followers who actively participate
through posting and retweeting information. The information from the agencies must be
presented in a manner that captures the attention of the audience, and performs the task
intended for the messages such as to inform, educate, entertain, etc. These tasks were not
mutually exclusive, and oftentimes a tweet encompasses several different types of
messages. The tweets must be maintained on a regular basis, kept relevant, not over
posted, and interesting to retain the audience. Over posting is the phenomenon of
creating too many tweets in a certain space of time.
For instance, the CIA’s Twitter feed dynamically presents information dealing
with current events, declassified gear, missions, and/or operatives, and humor.
Moreover, in this research the FBI used Twitter to educate about historical
event/people/crime fighting techniques, but also to spread the word on current cases,
which are aided through public participation. In contrast, the Twitter accounts with poor
followings, retweets, and comments focus on technical language and dull manners of
presenting information such as the IAEA. The old adage ‘the best defense is good
offense’ applies to Twitter feeds from the agencies in the study. The best strategy is to
inculcate pathways of searching that lead information consumer to truthful information
and returning to the source for further information.
Retweets of Agency Parent Tweets
Retweeting of parent tweets means that the information consumer thought enough
of the original tweet to passed it on to those who follow them. This action is important,
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because it means that the parent tweet received a potential greater exposure than to the
original audience. The information consumer can use the messages for their own
edification, or pass it on through other social media platforms. The information
consumer has the ability to retweet the tweet with or without commentary. A person does
not have to be a follower to retweet, but he or she must have a Twitter account to tweet or
retweet. The measure that used to compare the tweets from the agencies was the ‘retweet
ratio’; the ratio between the number of retweets of the tweet, and the total number of
followers of the agency. This provides a rough measure of spread for a tweet.
Unfortunately, Twitter does not allow queries into the past follower history of an account,
so although it would be ideal to compare the number of retweets to the number of
followers at the time the tweet was sent, this is impossible using retrospective data and
can only be accomplished using real-time monitoring. The retweets with commentary are
more closely scrutinized in the next section. This section explores the type of tweets,
which resonated with the public enough to post on their social media feed on Twitter.
The number of followers is defined as those who were following the agency at the time
the tweets were captured en masse, not necessarily the day in which they were tweeted.
Including the total number of followers for the agencies created a baseline for analysis
understanding.
The criteria for the most retweets was responses that were above 100 retweets.
Out of this criteria, the top four retweets by agencies were included for comparison. The
reasoning was to assess the message retweets as compared to the number of followers.
The following results are organized by top order of retweets:
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Table 8: CIA (Number of followers - 818,787)

Number of Retweets

Tweet code

Tweet

297,767

Humorous

We can neither confirm nor deny that this is
our first tweet.

198,463

Humorous

No, we don’t know where Tupac is.
#Twitterversary

14,465

Informational Agency

Thank you for the @Twitter welcome! We
look forward to sharing great #unclassified
content with you.

14,393

Humorous

No, we don’t know your password, so we
can’t send it to you. #sorrynotsorry
#Twitterversary

The highest retweet for the CIA happens to be their first tweet. The agency rather
cleverly used a common phrase ‘neither confirm or deny’, which is associated with the
CIA and known in public discourse. The humor is self-referential and resonated with the
information consumers. The other humorous tweets make mention of pop cultural
references (Tupac’s death) and the common conspiracy theory that the CIA knows
‘everything’. The informational agency coded tweet was the second tweet from the CIA;
this might explain the popularity. The CIA’s debut to Twitter was also commented on by
news outlets around the world. The self-referential humor of the first tweet made the
worldwide reception a huge success. The retweets of the FBI follow a similar pattern.
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Table 9: FBI (Number of Followers - 1,170,810)

Number of Retweets

Tweet code

Tweet

29,501

Humorous,
Informational Agency

Your ways were unconventional, but you'll
be missed Macklin. #ParksFarewell To learn
about a real FBI career, visit
http://t.co/HIYV9b74KC.

2,053

Current Event

Our condolences to the people of #Canada.
We stand ready to assist our partners as they
deal with the ongoing situation in their
capital.

1,561

Current Event

#Breaking: Nine #FIFA Officials and Five
Corporate Executives Indicted for
Racketeering Conspiracy and Corruption

1,519

Current Event,
Informational Agency

French police are attempting to locate Hayat
Boumeddiene. Visit @PrefPolice for details.
#CharlieHebdo http://t.co/FaOcMTKVLy

The FBI has far more followers than the other agencies, but it is one of the more
established accounts. Once again, the most retweeted tweet is a humorous one. In this
case it is a reference to pop culture and the popular show ‘Parks and Recreation’. The
tweet is hastaged with a connection to the followers of the show and it is followed with
an advertisement for the agency. This is a nice strategy because it captures and audience,
which is already interested in the topic, and allows for further exploration if the person is
serious about the FBI. The retweets drop off tremendously and fall under the category of
current events. The last three tweets deal with terror attacks in Canada and France and
the Fédération Internationale de Football Association (FIFA) scandal dealing with
widespread corruption including the president of FIFA at the time of the tweet. The
Charlie Hebdo tweet had a follow up with an URL for more information. These events
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shocked the world and were widely discussed in many media outlets. This might attest to
their popularity. The NSA took a different tact with humor.

Table 10: NSA (Number of Followers - 61,770)

Number of Retweets

Tweet code

Tweet

1,663

Humorous

Every move they make, every step they take.
We’ll be watching our foreign adversaries.
#HappyValentinesDay from the #NSA
#vday2015

1,184

Humorous

#HappyValentinesDay from the #NSA. No,
we don't listen to your pillow talk.
#vday2015

605

Current Event
Informational Agency

#EarthDay is this Wed. Meet Dunk, the
NSA’s #Recycling Mascot & learn about our
#green

497

Humorous

3.1415926535897932384626433832795028
841971693993751058209749445923078164
062862089986280348253421170679821480
86513282306647093844609550582231

The NSA joined Twitter a year prior to the CIA, but has drastically less followers.
The NSA has a less robust amount of retweets and they fall under an interesting category;
holidays. All four of the NSA’s most popular tweets are on Valentine’s Day, Earth Day,
and Pi Day. The humorous tweets follow a theme of self-referential humor and
knowledge of pop cultural holidays (bringing Pi to the full characters allowed for
tweeting). The most retweeted message references a stalking song by The Police, which
was popular in the 1980s. This hits both self-referential humor and pop-cultural
reference categories. The second most popular tweet of ‘not listening to pillow talk’
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connotes the idea of not knowing people intimately and cleverly counters the negative
press that the NSA spies on the American people. Both of those tweets were retweeted by
roughly 1% of the following population. The current event also advertises the NSA’s
green initiative.

Table 11: DHS (Number of Followers - 663,580)

Number of Retweets

Tweet code

Tweet

403

Current Event

On the anniversary of 9/11/2001, we honor
the memory of the fallen, thank first
responders & come together as a Nation in
spirit of unity

320

Congratulatory Agency Happy #CollegeSigningDay from proud
Current Event
@Morehouse alum Secretary Jeh Johnson!
Congratulatory Person #ReachHigher http://t.co/rYYwu3nLKt

264

Informational Agency

Former Secretaries of Homeland Security
agree: we need a full year, clean bill to
#FundDHS http://t.co/GsNl00I3PR
http://t.co/AnyxUGbfhK

263

Informational Agency
Current Event

On #NationalPuppyDay we say thank you to
our canine employees - like Linus and
Webster who work for @CustomsBorder
http://t.co/

The DHS joined Twitter the same year as the FBI in 2008; however, their tweets
are not retweeted nearly as much as the FBI although their number of followers is greater
than the IAEA and NSA. The most popular tweets that were retweeted are those that
focused on a current events and one plea for funding. The plea for funding was greatly
controversial in the discussion among the child tweets. The tweets are aware of popular
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cultural events and make an effort to hashtag and link to other related content; however,
the tweets lack humor. Out of the 663,580 people who follow the DHS, retweets of 400200 people is not a very good showing.

Table 12: IAEA (Number of Followers - 70,337)

Number of Retweets

Tweet code

Tweet

197

Current Event,
Informational Agency

Today is #WorldAIDSDay! Learn how
nuclear techniques help find solutions to
fight #HIV/#AIDS: http://t.co/9bIDpAI1Om
http://t.co/

194

Current Event

Today is #UNDay! Happy Birthday @UN,
the #IAEA is proud to be part of the family.
http://t.co/5CDwCfCgY7

176

Educational Object
Historical Event

Today marks 61 years since US Pres.
Eisenhower gave his #AtomsForPeace
speech to @UN’s GA:
http://t.co/d3SGIMQzuO
http://t.co/co1gNL1OvW

149

Current Event
Informational Agency

Happy #EarthDay2015—Explore
#Antarctica & learn about an #IAEA project
on #climatechange https://t.co/fhTb3E43h4
http://t.co/PV09wkF6tU

The IAEA also has a set of really poor retweet ratio. This is especially interesting
because out of all of the agencies the IAEA is the only international organization. Since
the agency affects world nuclear policy, it is not out of the bounds of expectation to
believe that more people would follow their feed. All of the most retweeted IAEA tweets
are linked with hashtags and URLs. The most popular retweets mark holidays that are
either historical or current. The topics directly relate to issues that reflect the agency’s
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core or extended purposes. The tweets focus is on the not as controversial types of
messages with a positive or neutral undertone. Once again, the tweets lack humor.
Overview Analysis of Retweets
The information consumer retweets a message if it resonated with him or her in
some sort of fashion. There are a myriad of reasons why someone will retweet; however,
retweeting usually means that the information consumer thought enough about the
original tweet that he or she wanted his or her followers to receive the same message.
The message takes center stage in retweets. The tweet must inform of something new to
the retweeter, reaffirm a point or topic that is important to the retweeter, and/or provide
something humorous. Many information consumers find delight in the number of people
who follow them and will retweet according to the dictates to gathering more followers.
This is a valid reason for retweeting content this not created by the person posting the
tweet.
In the cases of the agencies in the study, humor is the key to attracting the most
retweets. Humorous messages and those that make pop culture references are the most
popular types of retweets. This could be due to ‘humanizing’ effect of the tweets on the
agencies. Self-referential humor creates an appearance of accessibility to the agency and
makes them appear less of a scary monster. However, this type of humor can also be a
two-edged sword. The child-tweets oftentimes chastise the agency for being humorous;
instead, of ‘doing their job’. There is an absence of humor in the DHS and IAEA and it
shows in the number of retweets. The FBI’s most popular retweet follows the humor
combined with pop culture route. This hits on potent combination and attracted retweets
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from approximately 2% of the following population. Whereas, the CIA’s most popular
tweet of self-referential humor and pop culture was retweeted by 36% of the following
population. A consideration for the CIA’s considerable number of retweets is that it was
the debut tweet for the agency and this ‘newness’ created hype around the tweet.
However, the cleverness of the tweet and the apropos mix of self-referential humor and
pop culture cannot be discounted as a motivating force behind the retweets. The NSA
tried the same combination for their most popular retweet; however, with only capturing
2% of their following population. This could be due to the nature of the tweet
referencing a famous stalking song by the rock group The Police combined with the
Snowden revelations and distrust of the public.
Retweeting only tells half the story with Twitter followers of the government
agencies of this study. A more nuanced understanding of the reception of messages from
the agencies is to analyze the responses from the followers. These types of responses are
called child tweets. The next section analyzes the tone of messages from the information
consumers in the form of child tweets.
Stage Two: Child Tweets and Responses Analysis
Child tweets are a very messy group of sentiment and tone. Information
consumers have a variety of different reasons for responding to tweets. Tweet responses
can be in response to the agencies or to other commenting users. This study does not
parse out users and look at sentiment change over time; instead, it combines the child
tweets into an amalgamated file. The reasoning is that all responses were on the Twitter
feed of the agencies studied and carried a common thread of transparency
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communication. The information consumer with a Twitter account who responded to the
agencies are on the public facing side and everyone sees the same tweet. The
commenting of one user to another is considered in the study because the conversations
are on the agencies’ Twitter feed, which is noticed by the agencies and the other
information consumers.
A comparison of the percentage of total parent and child tweets is in figure 7
below. The child tweets add up to 100%, and it is the same with the parent tweets. This
figure demonstrates the engagement rate of parent and child tweets. The engagement rate
is the rate of responses compared to the original generated messages (child and parent
tweets).
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Figure 7 shows a relative comparison of outgoing tweets (parent tweets) to
response tweets (child tweets) broken down per agency. This comparison of the agencies
dramatically highlights the difference of an engagement rate as described previously in
figure 5. The CIA, DHS and IAEA have roughly the same amount of tweets; however,
the responses to those tweets are drastically different. The CIA and the FBI have more
engagement responses than the other agencies. The IAEA shows the greatest disparity of
engagement. This engagement rate is important to note when analyzing the tone of the
child tweets, because it demonstrates how impactful the information consumers’ tweet
would be to the overall delivery of the message.
The coding categories were critical, praise, sarcastic, indecipherable, interrogative
rhetorical, conspiratorial, interrogative imperative, profanity, and language other than
English. They were derived from a preliminary thematic scan of the raw data. The code
could have been parsed further into special categories, but that method resulted in a
reduction of general meaning inferences.
Codes were placed in the critical category if the tweet had elements of negative
comments and/or criticism of the agency or others defending the agency. The praise code
was anything that was positive to the agency, or people who work for the agency. This
category also includes agency retweets that were not altered or commented by the user,
but sent on to his or her followers. The reason for the inclusion of unaltered retweets
with praise derives from the fact that social media postings reflect upon the person
posting to the followers. Sometimes the person wants to please his or her followers while
other times it is to irritate and cause controversy, but in any case posting something on
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his or her feed demonstrates that the person thought highly enough of the content to ‘put
his or her reputation on the line’ for its unaltered appearance on his or her feed.
The sarcastic code was any type of backhanded statements, irony, mockery of the
agency or mockery of people supporting the agency. To insure a comment was sarcastic
the researcher would trace the tweet back to the parent tweet as to check the comment in
situ.
Indecipherable code was given to tweets contacting too many hashtags to parse
out a meaning, or such poor syntax and grammar that tone of message was unclear, or
blank messages, and/or gibberish. This code was not given lightly and was only after
exhaustive research that resulted in uncertain sentiment and was tagged as
indecipherable. Interrogative rhetorical code was given to questions and statements
where the person tweeting appeared to desire a response from the agency.
Conspiratorial code was given to tweets that discussed conspiracy theories, links
to conspiracy website or blogs, or unsubstantiated statements of people in power and
illegal activity. Interrogative imperative was given to questions and statements where the
person tweeting did not desire a response from the agency. Profanity code was any type
of profane word or phrase.
Language other than English code was given to any tweet that was written in a
language other than English. The reason for still including tweets in a language other
than English was to understand how many comments were in a language other than the
language the tweeted by the agency. The codes were not mutually exclusive, and were
oftentimes coded with two or more codes. Table 13 outlines the tweet code breakdown.
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Table 13: Child Tweet Responses by Code

Tweet Codes

Child Tweets Count

% of Total Coded

Critical

885

25%

Praise

643

18%

Sarcastic

623

18%

Indecipherable

406

12%

Interrogative Rhetorical

323

9%

Conspiratorial

319

9%

Interrogative Imperative

117

3%

Profanity

111

3%

62

2%

Language other than English

The tweets came in a variety of different styles. Due to the nature of rapid
communications of Twitter and that 80% of Twitter users access the social media on
mobile devices autocorrect and poor punctuation was very common (Twitter.com). This
type of poor grammar and syntax made the tweets more difficult to distinguish the coding
categories. However, it was not an insurmountable task. It meant a retracing of tweets to
the parent tweet to ascertain the sentiment intent of the tweet. Sometimes this retracing
of the tweets encountered an account suspended by Twitter. When this occurred the
researcher assumed negative feeling or inappropriate content of the tweeter to the agency
and was coded accordingly. The tweet examples in this section are represented verbatim
which includes missing letters, bad grammar and text speak. Translations of text speak
are given when necessary.
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Critical and praise were the top two coding categories. Critical code ranged from
mild criticism to scathing. The mild form were tweets chastising the agencies for ‘not
doing their job’ of either providing less security measures or more security measures.
For example, ‘@NSA_PAO is apart of the military industrial complex that has hijacked
the US and our freedom. Don't be distracted by attention detour post’. There was not a
prevalent type of critical tweet. Criticism was all over the board oftentimes coded with
other sentiments. The most prevalent double codes were sarcastic and critical at 276
counts, critical and interrogative rhetorical 276 counts, and conspiratorial and critical at
194 counts. For example, ‘@FBI corruption is at your doorstep the FBI lies to get what
they want #terrorisminamerica’. This shows that the critical and sarcastic codes
combined constitute more than 60% of the child tweets. An example of this double code
is ‘@DHSgov@TSA thanks for molesting people for not wanting to be subjected to high
levels of radiation’.
Critical and praise were coded together only 1% of the time. A child tweet would
begin with praise then switchgears and criticize on another point. For instance,
‘@DHSgov @CustomsBorder LOL! Yet there are record low deportations and record
high levels of child illegal immigrants.#Propa’. The first part of the tweet is praising in
tone with ‘laughing out loud’ (LOL) in response to the humorous tweet the DHS
produced. The second part of the child tweet criticizes the DHS’ record on illegal
immigration.
Despite the negativity, there was quite a lot of praise for the agencies or people
who work or represent the agencies. Sometimes these tweets were overt such as, ‘@FBI
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ooohh raaaah FBI your work is really never done god bless you guys’. While other
times, these comments are implicit types of praise. For example, ‘@ FBI thanks for
sharing, your tweet is now live on our site’, or ‘@FBI Did not think I would ever Retweet
an @FBI Tweet but truth is truth, no matter th source. Stop #HumanTrafficking’. Both
implicit examples are not typical types of praise, such as ‘thanks’, ‘God bless’, ‘good
job’, but the phrases are positive towards the agency.
The interrogative codes were not always written as a question. Sometimes this
was due to bad grammar, or was written as a statement but in a manner expecting a
response from the agency. These were coded as interrogative imperative. For instance,
‘how can I join your organization’ and ‘…@CIA I’d be a good hitman if you guys are
hiring’ were tweets expecting an answer. The interrogative rhetorical were tweets not
expecting a response from the agency. Some were combined with sarcastic, such as ‘just
like you did in Guantanamo?’, coded with conspiratorial such as ‘@CIA illuminating
huh? Illuminati Confirmed?’. The statements are in forms of questions, but not expecting
a response. It meant to interpose opinion without the benefit of a retort from the tweeting
agency. Some rhetorical tweets has a bit of implicit paranoia such as ‘@FBI why is fort
lewis so corrupt that they have to force a statement on me that I did not say’; however, it
was difficult to tell if this tweet or ones like it were truly reflecting the fears of the
tweeter or if it was created for comedic effect. Due to this inability to confidently judge
intent, paranoia was rejected as a category.
A striking discovery was the amount of self-advertisements for personal blogs or
websites. This type of self-promotion was also seen in begging the agency to follow the
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person tweeting. For example, ‘@CIA Would u follow me please??’. This was very
prominent with the CIA, but not as much with the other agencies. It was very common to
see people use the Twitter feed as a mouthpiece to make their opinions known to the
government. This could be in the form of sarcasm such as ‘@CIA Our Team Is Perfect
And Will Always Used In Good Deeds’, or they could be pleas for funding, notice of an
issue, etc. or criticisms of those in power. Usually the child tweets in this case have very
little or nothing to do with the original tweet. Oftentimes, these were used for
complaining about the president as if he would see or respond to the tweets. This type of
criticism was not just aimed at civil servants, but for organizations like the New York
Police Department Bureau of the FBI. These almost seemed to be desperate attempts to
have the child tweeter’s opinions heard even if it was in the wrong venue. This also is
present with humor. Humor was attempted through sarcasm and was sometimes truly
low-brow in nature. This is almost as if the tweeters are purposefully overplaying the
audience. For instance, ‘@CIA wikileaks are too blunt, I have a faith cia can be funnier’
and ‘@FBI Awww ... tweet like the @ CIA’. The last one is almost a taunt to the FBI.
Conspiracy is no substantiated links to a story and accusation that either has
bogus information links or is disinformationesque in its fashion. Pop culture would lead
the researcher to believe that this category would have a higher code count, but this was
simply not the case. The tweets were less concerned with conspiracy than with sharing
opinions.
The researcher discovered through content checking, that there were two Twitter
accounts who tweeted quite often on the agencies feeds. One account in particular like to
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create undecipherable, off topic, and often including graphic critical pictures as ‘funny’
content. His trolling tweets constituted roughly 1% of all the child tweets coded. The
second most prevalent Twitter account for the child tweets created content that was
extremely pro-agencies. His tweets included content pertaining to this service in the
military and his responses were framed in a manner that really begged for a discourse
with the agencies.
Trust seems to be the illusive aspect of the child tweets. It was best summed up
with the pity tweet, ‘@FBI Don't worry we didn't have any trust left to lose’. This biting
sarcasm begs the question of how much trust exists with the public and does the vice
versa exist from the secret keeping agencies to the public? The next section explores the
nature of social media within a secretive scientific government organization.
Phase II: Oak Ridge National Laboratory (ORNL) Interviews
The interviews were an exploratory study of scientists who are affiliated with Oak
Ridge National Laboratory (ORNL). The researcher targeted people who currently or
recently in positions of authority as researchers at ORNL, and who had worked at the
laboratory between 5-40 years. As a result, the participants interviewed were three males
and one female in their late 40s to early 70s. The age of the participant is not entirely
unreasonable having experience in heading research, and the demographic represents the
majority of the scientists at ORNL. All the participants hold higher degrees and had
been practicing scientists for decades. The participants were either former or current
principal investigators or team members on classified projects. The research they
perform (or have performed) at the laboratory varies in secrecy levels. A common thread
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of research was work for the US military. A fifth subject appeared for the interview, but
declined to answer any questions on record. Redundancy of response was reached and
the interviews for the exploratory study were terminated.
For the sake of clarity, the participants are given false names to protect their
privacy; Anna, Dan, Jack, and Phil. The analysis is divided into themes of assessment
which takes into account all of the participants’ responses. The categories are:
communication behaviors and social media practices, trust in information creators, and
institutional identity.
Communication Behavior and Social Media Practices
Defining social media was difficult for all the participants. For most, social
media is a ‘young’ person’s prerogative. They define social media by the aspects of apps
like Snapchat and Instagram. When the definition was more generally applied to include
texting and email they all indicated participation. Anna recognized that email was in a
way public facing type of social media and not as private as people believe. However,
there is a distinct demarcation between work email and other types of email accounts for
friends, family, etc. Email addresses were earmarked for whatever role the subject was
playing. Facebook was the most readily cited example of social media and all the
participants, expect for Phil, has an account. However, only Anna and Dan actually
cultivate and check Facebook regularly. All had a LinkedIn account, but admitted to not
giving it much thought or credence. Anna participates on Pinterest, but as a hobbyist.
Dan participated in a professional organization social media posting board. They all
agreed to occasional use of YouTube, but nothing major. No other types of social media
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were cited as used. This is partially due to the age but also the rigors of job secrets
making the participants wary of divulging too much, and who comprises the audience.
Dan equates social media to informal and impersonal types of communication. He argues
that the ability for superficial anonymity and detached type of interactions takes away
formality and leaves wariness of the responses. Dan made a point that social media users
can be traced to the source, so true anonymity is never achieved.
All the participants checked social media daily; although, this oftentimes does not
necessarily mean following or commenting. Jack admitted to a change in tone in his
responses, but that the alteration was subconscious. This was true for Dan and Anna, but
to a lesser extent. All admitted that their voluntary social media penetration was
purposefully superficial. Phil summarized the sentiment, “there is enough of ‘me’ on the
internet already from my publications, conferences and public meetings”, so he would
rather not contribute anymore. Phil’s social media presence exists on sites such as
Researchgate and LinkedIn, but he does not activity update or comment on social media.
He also does not follow anyone. Anna and Jack expressed similar sentiment but added
that they do participate in commenting if the occasion arises. They described this type of
purposeful superficiality action as reading social media posts, example Facebook, and
commenting innocuously on accomplishments, new photos, life changes, etc. Anna made
a point that she never posts anything personal on LinkedIn.
If social media was followed, it was scientific and less social in nature. Phil does
not follow any social media. Jack follows tech and astronomy blogs, and Twitter, but
does not respond. He also does not have any followers. Anna follows scouting, Science
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Technology Engineering and Math (STEM), National Aeronautic and Space
Administration (NASA) and science social media; so does Dan. The pattern of social
media following behavior indicates that their hobby pursuits reflect their careers. Phil
believes that he will be more active on social media when he retires, because he wants to
remain connected with colleagues and friends. This is worth noting because he sees
social media more as social not business oriented.
An interesting note is that all of the participants took great pride at not being a
part of social media. Most at first questioning said that they do not participate in social
media, when examples of social media were provided they augmented their statements,
but still stated their participation in social media was low. They made a great emphasis
that social media is for others who are interested in more pop culture pursuits. This
indicates that a ‘them vs. us’ mentality exists in some individuals behind the wall of
secrecy. This type of elitists attitude was very clear and previously unknown to the
researcher. It appeared from the literature that a ‘them vs. us’ mentality was from the
public looking inward to the science; however, it appears that distrust occurs on both
sides of transparency discourse. From the participants, there was a distinct attitude of the
public has nothing of real value to contribute to my knowledge; therefore, it is not worth
caring about public ideas and opinions.
Trust in Information Creators
Trust in social media was a varied response. Dan compared social media to
regulated types of media, such as radio. He argued that trust deteriorates with no
regulations. To Dan, social media is not regulated; therefore, it is not trustworthy. As
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scientists, the participants all used a semi-scientific method to test sources for
trustworthiness. Everything is scrutinized before trust is given (Phil). Jack and Anna
relied on their experience to assign trust to a source of knowledge. Phil pre-filters his
sources and always doubts the lead in to a piece. Dan has a tripartite system of
assessment: 1) determine authority, 2) transparency of who is posting, 3) citing from
reputable sources. This system of comparison is verified through source comparison. In
Dan’s opinion, social media with streams like Twitter are not to be trusted, because the
tweets do not give enough information to form an opinion. There is absolute zero trust in
celebrities from all the participants. Jack follows a great deal of tech bloggers and a great
amount of their content is rumor based on up and coming products. Even though the
bloggers might be wrong sometimes trust is given due to their past track record. None of
the participants used social media for public facing news, such as the BBC, Reuters,
CBS, etc. All participants had distrust for social media as a news source. Anna and Dan
would use social media, such as Facebook to discover news from family and friends, but
not current affairs. This could be due to the nature of their scientific training of
‘question until verify’, or from the strong distrust of public opinion already discussed.
Trust in the Center for Disease Control (CDC) from the participants was
universal. All of the participants knew something about the CDC or worked with
scientist from the CDC. Anna actually recognized some of the scientists who were
answering the questions on the CDC feed. All of the participants had a positive feeling to
the CDC prior to the Aletheia example. The Aletheia example given consists of a Twitter
feed from the CDC on October 8, 2014. The Tweeter feed was a live question and
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answer session between health professionals and the public. Even though the participants
were given the option to skim the long document all chose to read the entire transcript
(appendix 4). There was universal agreement on the reasoning of the Twitter
conversation; calming the public from the panic of the spread of ebola. Phil thought that
the CDC Twitter feed was a marvelous and effective manner to give information. He
thought that some of the acronyms were places that the information consumer might not
know, but are common terms for health care professionals. He believed that those
commenting are truly doctors, because, “they would not want to risk credibility” with
having fake doctors answer questions. Anna stated that the CDC would not flat out lie to
the public, but it has been known to misdirect for reasons. However, she sees the CDC
transcript as a good example of effectively contacting and interacting with the public.
Anna conjectured that the transcript probably led to increased trust of the CDC. This
type of communication, Anna thought, made them feel better to go about their daily lives
knowing a bit of information from the trusted source of the CDC.
Dan had misgivings about the social media platform as a means of effective
communication and even though he believed that the CDC transcript was mostly correct
and it was an effort to calm the public, but the lack of precision was the reason to not
trust the social media as a conveyance of information. Jack said that the platform of
social media does not affect trust for the CDC. It was not so much as distrust in the CDC
or the scientists, but in the ability of Twitter to convey the complexity of issues. None of
the participants questioned whether or not the scientist on the CDC Twitter feed were
what they claim, or if the questions form the public were genuine and not planted.

90
Distrust lay not with the questions or the doctors, but on social media as a
communications platform.
Institutional Identity
For the participants, institutional identity was difficult to describe. Most of the
participants seemed to be aware of public facing information, but stated that all codified
public facing messages from the laboratory go through public relations. Anna described
a very active public outreach part of the laboratory, but it resides in the public relations
department. The laboratory restricts formal media discussion to the public relations
department. Anna did not have access to any social media feed, and could not use social
media on behalf of the laboratory. Since they do not deal with public facing information,
it is almost ‘out of sight, out of mind’ attitude for Jack. Jack’s concern was funding and
this is not accomplished through social media. He believed that social media might help
with the connection to the public and public favorable opinion, but feared an ‘American
Idol’ type of choosing funding from the public. Phil, who was on the brink of retirement,
did not follow even the public facing information for the lab anymore. He believed that
the use of social media in the lab is probably a “good thing” and should be tried as a
means of bringing the message to the people. Phil also liked the idea of creating a
question and answer session, like the CDC example, for ORNL. This idea was also
agreed upon by Anna, who thought that a social media feed would be a way to
communicate with younger people and perhaps in school environment, much like the
conversations with the scientists on the International Space Station.
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Interview Summations
The responses of the participants were not radically different from each other. It
was quite interesting to note that redundancy was reached so quickly. Although all of the
participants used social media in some form, there was still a perception undercurrent of
social media being a young person’s pursuit, on the whole unreliable, and used mainly for
socializing. Phil also recognized that social media feeds are through a filter and has a
bias like news feeds. Phil argued that anytime someone interprets something that is news
this calls forth a ‘red flag’ for the information. He also stated that this is not exclusive to
social media. There was an overly healthy type of skepticism of truthfulness of
information on social media due to the un-vetted type of communication. Dan summed it
up nicely, “We all want to be heard, and like the idea of being heard and being taken as
having an important opinion …unless your name is recognized you would not be given
respect.” Respect and trust seemed to be conflated when describing social media
platforms. For example, Niel DeGrasse Tyson is trustworthy, because his work in field
in journals has merit; however, place any of his ideas on social media and the participants
are skeptical.
Even with the social media misgivings, all the participants saw the validity of its
utility as a manner of communications to the public. For example, Anna pointed out that
one of the strengths of the CDC feed was that all questions were given the same
credence. She explained that no matter how trivial the question would sound to a
scientist, it was still an important concern to the person writing the inquiry, and so the
doctor answering the questions gave it the same importance as the rest of the questions.

92
Anna argued that the “Your concerns matter” type concept engenders people to inure
trust. Trust is not given for this participant group, yet they see the possibility of trust in
social media if more educated people use it for communication.
Limitations
With any study there are limitations, and this one is no exception. The greatest
limitation lay with Twitter. The restrictions on scraping information from Twitter made
it difficult to gather the data. Not capturing tweets in real time meant that vital data about
networking, growth of followers, and growth of popularity of tweets could not be
extrapolated. This means it is difficult to quantify the impact reach of the tweets. For
example, the CIA’s first tweet was retweeted 297,767 times, but the number of followers
was not nearly that high with their brand new account. The number of retweets for the
CIA’s first tweet is a dispersion of an idea that is impossible to reconstruct without real
time data. It is important because it gives a unit of comparison. This information would
give unit of comparison to the most popular retweets. Since the gathering of data Twitter
has changed many things such as the public API and introducing reactions such as status,
likes, and hearts which brings in a new element of sentiment to analyze, which were not
available in June of 2015.
Changes in the Internal Review Board (IRB) made permissions for the interviews
difficult to gain approval. This created a tight time constraints and greatly limited the
number of interviews to an exploratory study rather than a full study. However,
redundancy was reached quickly due to the striking similarities of the participant
responses. The research studied those at ORNL with authority of groups and the ability
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to make decisions for a group. This meant that a certain age group of people qualified;
however, the researcher believes that there is a strong likelihood that the interview
responses are generationally associated. The exploratory study indicates a need for
expanding the participants to other age groups (25-50) to gain a more encompassing idea
of themes and identify any consensus.
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Chapter 5
Conclusions and Recommendations
The interplay of secrecy, security, transparency, privacy, and social media proved
to be a multifaceted concept with many avenues of inquiry. This dissertation explored
the intersection of these points: first, from the ‘outside in’ and second, from the ‘inside
out’. This macro level of study provides an overview of the issues. A more focused
approach on the aspects is a next logical step of inquiry. The research demonstrated that
aspects of the theories of Habermas were true observations of human behavior. Humans
are social creatures and use social media as a means of gathering social capital or for
utilitarian uses. The way in which humans search for information is directly related to
the interaction with the material discovered or the entity (agency, person, etc.) creating
the information.
The research’s comparison of similar secret keeping agencies’ Twitter
communications demonstrated that the tone of the messages deriving from the agencies in
general were focused on the agency and what they believed the information consumer
would find useful. However, it was clear from the retweets and child tweets that the
information consumer was less interested in what the agencies thought was important and
more interested in tweets that entertain, or messages that can be used as a form of social
capital.
It is clear from the evidence that models of information seeking behavior do not
address the current form of social media communications. People approach declassified
information from government agencies with the same wants and needs as described in
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information seeking behavior models. However, the divergence from the previous
information seeking behavior methods is proposed by this dissertation through the
inclusion of circular information seeking behavior and the addition of the ability of the
interaction with the ‘secret-keeping’ agencies and the public. The model that emerges is
in Figure 8.

Figure 8: Bachstein Model of Information Seeking Behavior

The Bachstein Model emerged from the evidence of the research. It takes into
account that the user can create and query any part of online information. Social media
can be employed at any stage of information seeking behavior model. This can occur
with querying friends prior to seeking information, or can happen afterwards when the
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user discovers information and share with his or her online community. This type of
sharing can create a communicative action where the online community gathers around
the user or the information the user discovered for a purpose or cause. This is an area
where communicative action exists. The user can query the secretive agency for
information to bridge a gap of information. Queries to secretive government information
are not new. FOIA as a long established form of government inquiry; however, FOIA
was rather retroactive where social media links the information to the user in a proactive
fashion. A completed circle of communication is a component that was missing in prior
models. Failure is taken to account, but it exists only on the query arch, because it is the
only area where failure is on the part of the user and not others. The areas of direct
communications exist between the user and the online community and the user and the
agency. Passive information gathering with the online community or agencies to the
user’s social media feed is also taken into account. This passive type of information
seeking behavior is not discussed in the previous models and it is a vital part of the
circular nature of the Bachstein Model. Passive forms of information delivery in social
media feeds are at the heart of Millennials and their communications with others. This is
the area of passive information influence is worth further study.
The interviews from the ‘outside in’ perspective affirmed the generational gap of
social media use. The interviewees’ perspective reinforced the Twitter findings of
skepticism of the ‘the public’ as much as ‘the public’ was skeptical of those who work in
government secrecy. A larger generational sample of the national lab employees would
elucidate the original interviews are affirmed and a culture of secrecy defies the
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generations or if the younger generation of lab employees is more willing to embrace
social media for transparency information. It was interesting to note also that those who
were interviewed were exceptionally negative to social media, but no one offered any
solution of changing the social media use within their agency.
As for the state of nuclear communications, the research shows that the message
is not appealing to the information consumer. Out of all the agencies in the study it was
the poorest showing in responses and nuance of message. There is little to the messages
that appeal to the information consumer, or entice serial following of the agency. The
comparison to the other agencies demonstrate that if the message is framed right, it will
resonate with others on social media. All that is required is bringing the message to
where the information consumer resides and crafting the message in a manner that entices
the information consumer to respond or pass along the original message.
Future Research
There is a critical need for development of theory and methods to automatically
identify language used within social media that can identify emerging breeches in trust,
rising distrust, patterns of misinformation and disinformation, and predictions of
behavioral distrust using factors such as age, sex, and cultural differences. A lack of trust
can lead to social unrest and upheaval. Finding ways to identify breeches of trust can
help predict social issues. In a social media environment, trust can easily be destroyed or
undermined. Recognizing these signs is a step towards predicting outcomes. This future
project focuses on using sentiment analysis to review large volumes of data. Sentiment
analysis utilizes natural language processing and text analysis to provide insight into
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subjective attitudes. In essence, sentiment analysis can be thought of as studying the
artifacts of personality. While some feel sentiment analysis is too flawed to be trusted,
with the right tools it is a powerful approach. Future projects could allow the researcher
to study emerging attitudes such as trust in a large population. Based on the theory and
methods developed from a large-scale analysis, future projects could develop a proof of
concept for a new tool to refine the sentiment analysis to better include personality
components.
The next logical step is to combine sentiment analysis with network analysis,
using the social media webs created by the agency and its followers. The goal here is to
track the flow of sentiment along the agency’s followers, and their connections, and to try
and understand when and where corruption of the original message ensues. For instance,
being able to track sentiment flow along followers networks, and also being able to detect
sentiment change on the fringe of the network.
The questions become, ‘It what ways does a person’s sentiment change toward
society? What are those markers of distrust? It what ways can this information aid in
interventions (catching people before radicalization), and/or changes in social policy to
rebuild trust? What are some ways to combat misinformation and disinformation?’. For
future research, the study of this phenomenon of social media and trust is a fruitful vein
of inquiry. The goal is to test the Bachstein model and to possibly create a new model of
trust outlining the attributes expressed through sentiment and network analysis of social
media postings.
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The first steps are to run basic comparisons, such as age, gender, and cultural
identifiers (within the US and abroad) to understand the types of people using particular
social media platforms. With this information the researcher will separate messages
through sentiment analysis into positive or negative categories. The negative category
will be parsed by misinformation, disinformation, and complaint. Those with social
media streams of discontent and showing signs of information misuse will be set into a
longevity comparison category to assess change over time. Those whose sentiment
worsens will be analyzed by influence within their social media feed. The results will be
analyzed with statistics to ascertain the significance of the relationships. The expected
results are a better understanding of the nature of social media sentiment through
emerging trends, a created list of attributes needed for trust in social media feeds, and a
method to predict sentiment change.
Another area of exploration is a deeper inquiry into the CDC. Their use of
gamification and engagement with the Twitter audience in the interview example was
noted and appreciated by the interviewees. This is important and intriguing because it
was recognized by those on the ‘inside’ of scientific secrecy as a good method of
engagement and communication. The next step is to look at the information from the
users’ standpoints to create more effective forms of government communication with the
public. This is a more difficult task, but it would provide vital information on the nature
of message framing and reception that created bridges of trust between the public and the
government.
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Appendix 1: Glossary of Terms
CIA- is the Central Intelligence Agency
Citizen Science- is the participation of amateur scientists in scientific research
Clearanced- is the act of a person being credentialed into a system and have secrecy
obligations to the system
Credentialed Users- are people who are given access to a digital system
DHS- is the Department of Homeland Security
Disinformation- is a deliberate intent to deceive or mislead
FBI- is the Federal Bureau of Investigation
IAEA- is the International Atomic Energy Agency
Information Consumer- is the general public that is not privy to classified information,
but has a desire to learn more about government and scientific declassified information
Misinformation- is information that is accidently misleading
NSA- is the National Security Agency
Privacy- is the allowance of access to information to certain individuals or entities with
access privileges
Secrets- are intentional concealment of information from one entity to another
Security- is the intentional action of keeping an asset safe
Social Media- is a fast growing form of rapid communication, which is used as an
information conduit
Tone-is defined as the style, manner, and distinction of messages in written
communications, which significantly influences the interpretation of the message and its
persuasiveness which in turn impact responses
Transparency- is the intentional access and allowance for interpretation of information,
so as to make informed decisions
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Twitter- is a social networking communication platform where credentialed users may
contribute or read tweets
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Appendix 2: Informed Consent Form
Out from Darkness and into the Light: The Role of Transparency and Social Media in
Government
INTRODUCTION: This research study investigates current social media use and practices
among scientists at Oak Ridge National Lab (ORNL) and the elements of trust and transparency
with scientific information. There are only very limited risks associated with your participation
such as the unlikely case of a breach of confidentiality. Further, your participation is voluntary. If
you feel uncomfortable for any reason, you may discontinue the interview at any time without
penalty.
INFORMATION ABOUT PARTICIPANTS' INVOLVEMENT IN THE STUDY:
Participation in this study is voluntarily. By reading and signing this form, you are indicating
your consent to participate. The interviews will take around 45 minutes per participant. You
were asked a series of questions involving social media use, transparency and trust. This
interview will also involve reading of a short transcript of a Twitter feed. Each interview were
audio-recorded and verbatim transcribed through voice recognition software. The recordings were
destroyed once the transcript has been made, and the transcript will not include the name or other
identifying data of the participant. Any quotes will not be attributed to recognizable individuals
in order to maintain confidentiality for participants. The interview files were stored securely and
confidentially on the investigator’s computer and only general descriptions were used so as to
protect your identity. The researcher were the only person who has access to the information and
the files. The analysis procedure includes the peer audit with Dr. Allard to help clarify the
analysis. Refusal to participate will involve no penalty or loss of benefits to which participants
are otherwise entitled, and also that participants may discontinue participation at any time without
penalty or loss of benefits to which they are otherwise entitled.
RISKS: There are very limited risks, such as a breach of confidentiality, to participants who
participate in this study.
BENEFITS: This study is beneficial to understand the nature of social media as a means of
transparency communication and the elements of trust within the scientific community of ORNL.
CONFIDENTIALITY: The information in the study records were kept confidential. Data were
stored securely and were made available only to researchers conducting the study unless
participants specifically give permission in writing to do otherwise. However, anyone who has
access to identifiable data will pledge to keep it confidential. No reference were made in oral or
written reports, which could link participants to the study.
CONTACT INFORMATION: If you have questions at any time about the study or the
procedures, (or you experience adverse effects as a result of participating in this study) you may
contact the researcher,
Frances Bachstein
University of Tennessee
1345 Circle Park Drive
423 Communications Building
Knoxville, TN | 37996-0341
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University of Tennessee
Phone: (+1 865) 974-2148
E-mail: fbachste@vols.utk.edu
Dr. Suzie Allard
Associate Dean for Research, College of Communication & Information
Professor, School of Information Sciences
Director, Center for Information & Communication Studies
University of Tennessee
1345 Circle Park Drive
423 Communications Building
Knoxville, TN | 37996-0341
Phone: (1+865) 974.1369
Fax: 865.974.7878
Email: sallard@utk.edu
If you have questions about your rights as a participant, contact the University of Tennessee
Office of Research and Engagement Compliance Officer at utkirb@utk.edu and (865) 974-7697.
PARTICIPATION: Your participation in this study is voluntary; you may decline to participate
without penalty. If you decide to participate, you may withdraw from the study at anytime
without penalty and without loss of benefits to which you are otherwise entitled. If you withdraw
from the study before data collection is completed you data were returned to you or destroyed.
CONSENT
I am over 18 years old and have read the above information. I consent to being recorded. I have
received a copy of this form. I agree to participate in this study.
Participant's signature _____________________________________ Date __________
Investigator's signature ____________________________________ Date __________
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Appendix 3: Interview Guide
1 Demographics

Please tell me your educational and professional background.
How are or were you related to ORNL?

2 Communication behaviors

Which research teams are you involved in? What is your role in
them?
What is your definition of social media?
What types of social media are you a participant?
How often, would you say, you participate in social media?

3 Trust with information creator
(Aletheia example)

What do you ‘follow’ on social media (ie. Friends, celebrities,
news, hobbies, etc.)?
Knowledge of CDC-trust of CDC
What prompts a response from you in social media?
What types of social media, in your opinion, are trustworthy
sources of information?

4 Institutional identity

What aspects of a social media message makes it trustworthy?
Thinking of the Aletheia example, what is your directorate’s
goal of transparency in communication?
In what ways, do you believe, that ORNL can inculcate trust
with the public?
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Appendix 4: Recruitment Email
Dear [Mr. / Ms. LAST NAME],
You are invited to participate in a study that investigates current communication with
social media and trust among scientists at Oak Ridge National Lab (ORNL.) This study is
beneficial to understand the impressions of social media as means of transparency
communication, and the elements of trust from clearanced scientists. This study will
reveal some of the dynamics of this process. Results of this study were disseminated to
others through publication. Findings from this study may advance our understanding of
the nature of social media as a means for transparency communication.
This Study “Janus Realized: The Use of Social Media in Traditional Secretive
Government Agencies as a Means of Transparency Communication” is being conducted
by The University of Tennessee School of Information Science PhD Candidate, Frances
Bachstein. The study protocol has been reviewed by the IRB board of the University of
Tennessee.
Participation in this study is voluntary; you may decline to participate without penalty. If you
decide to participate, you may withdraw from the study at any time without penalty. The
interviews will last approximately 45 minutes, and were conducted at your office and the
University of Tennessee.
Please respond to this email if you are interested. If not, no further contact were sought.
Thank you for your time and consideration. I look forward to hearing from you.
Sincerely,
Frances Nichols Bachstein
PhD Candidate
University of Tennessee
1345 Circle Park Drive | 432a Communications Building
Knoxville, TN | 37996-0341 | USA
T 865.805-9616| F 865.974.7878 | E fbachste@vols.utk.edu| W http://cics.cci.utk.edu
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Appendix 5: CDC Twitter Feed as Aletheia Example
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Frances Nichols Bachstein is a native of Knoxville, TN. She graduated from the
University of Tennessee graduating in Summer of 2016. Frances' major professor is Dr.
Suzie Allard, and committee members are Dr. Carol Tenopir, Dr. Bruce Wilson, and Dr.
Howard Hall. Her dissertation research focuses on secrecy in the STEM fields and the
communication process of scientific disclosure; with a particular interest in nuclear
agencies, institutional trust, physical and cyber security, social media, and ways to
promote understanding to the information consumer. Her research aims to discover how
social media can be effectively used as a medium of communication in the field of
government secrecy; attempting to comply with federal transparency mandates whilst
retaining security in a manner that garners trust and understanding.

